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AHHOTALMA

B cratee paccmaTtpuBaeTrcs umdgpoBas oOpasoBaTenbHas cpela KaK CaMOCTOSTEIbHBIN
OOBEKT KPUMHHOJIOTHYECKOM O€30MacHOCTH COBPEMEHHOTO OOIecTBa. ABTOP BBISBISIET U
CHUCTEMATU3UPYET KOMIJIEKC COBPEMEHHBIX VyIpOo3 KPUMUHAIBHOTO W KPUMHUHOTEHHOIO
XapakTepa, MOCSTaloNMX Ha OU(GPOBYIO 00pa30BaTENbHYIO CpEAy Ha TEXHOJIOTHYECKOM,
MHPOPMAITMOHHO-TICUXOJIOTUYECKOM ¥ I[EHHOCTHO-CMBICIIOBOM YpPOBHSIX. B 3akimoueHuH
00OCHOBBIBAETCS HEOOXOAMMOCTh Iepexo/ia OT (parMEHTApHBIX TEXHUYECKHX pEIIeHUNH K
pa3paboTKe I€JIOCTHOW KOHIENTYAJbHOW MOJEIH KPUMHUHOJOTHYECKOW O€30MacHOCTH
o0pa3oBaTenbHOM cpeibl, B TOM uucie MUu(poBON, KOTOpas JOJDKHA BKIIOYATh HOPMATHUBHO-
MPaBOBOM, OPraHMU3aIMOHHO-TEXHUYECKUM, MEIarOTHYeCKUi W IEHHOCTHO-OpPHEHTAlMOHHBIN
KOMITOHEHTHI.
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BBenenue

udposas Tpanchopmanus oOpazoBaHusl, yCKOpeHHas I7100alIbHBIMU BbI30BAMU ITOCIIEIHUX JIET,
npuBena K (QopMmupoBaHHMio THOpHAHON 1U(ppoBOH oOpa3zoBarenbHOM cpenbl. Lludposas
oOpaszoBarenbHass cpeAaa NPEACTaBISIET COO0OM  pe3yabTaT OOBCIUHEHUS TPATUIIMOHHBIX U
JMCTaHIIMOHHBIX 00pa30BaTENbHBIX OTHOLICHUH, BOSHUKIIMX B CBSI3H C Pa3BUTHEM U JIOCTYITHOCTHIO
Pa3NUYHBIX TEXHOJIOTMYECKUX MIaThopM, CEpBUCOB U HUDPOBBIX AaHHBIX. CTaB HEOTHEMJIEMbBIM
AJIEMEHTOM OTEUYECTBEHHOW CUCTEMbI 00pa3oBaHusl, LU PpoBas oOpa3oBaTeabHas cpesia MpeBpaTusach
HE TOJBKO B HHCTPYMEHT AMJAKTUKUA, HO M B CTPATEIMYECKd 3HAUUMBIA OOBEKT, TpeOyroumit
KOMILJIEKCHOM KPUMHMHOJIOTUYECKOW 3allMThl OT KPUMHUHAIBHBIX yrpo3. [log KpUMUHOJIOTHYECKOM
0e30macHOCThIO MHU(POBOI 00pa30BATEIBHONU CpEelbl MOXXHO MOHUMATh COCTOSHUE 3alMIICHHOCTU
00BEKTOB, CYOBEKTOB 00pa3oBaTeNbHON Cpelbl M 00pa3oBaTENbHBIX OTHOIIEHHUM, BO3HHKAIOIIM X
MEXIy yJaCTHUKAMU JaHHBIX OTHONICHUH B ITU(POBOM MIPOCTPAHCTBE, OT MPECTYITHBIX W WHBIX
IPOTHUBOIPABHBIX OCATATENLCTB, TAPAHTUPYIOIIEE COXpaHEHUE HAIlMOHAIBHBIX 00pa30BaTEIbHbBIX U
BOCITUTATEIBHBIX IPHOPUTETOB, IEHHOCTEW H HHTEPECOB.

Hcxonst W3 MpeasioxkeHHOTo OINpe/ieieHrus MOXKHO 3aKITI0YHTh, 4TO IHU(poBas oOpa3zoBarenbHas
cpela JOJDKHA paccMaTpuBaThcs Kak OOBEKT KPUMHHOJIOTUYECKONM O€30MacHOCTH CHCTEMBbI
o0Opa3oBaHUsI.

OcHOBHAAA YACThH

IudpoBas oOpazoBaTenbHas CpeAa SBJISETCS CIOXKHBIM CHCTEMHBIM 3JIEMEHTOM cepbl
00pazoBaHMs, BKIIOYAIOIIM:

1) TEXHUKO-TEXHOJIOTUUECKYI0 MH(pacTpykTypy (cepBepsbl, ceTH, MIaT(OpMBI, YCTPOICTBA);

2) nHbopMaIImOHHO-00pa30BaTEIbHBIN KOHTEHT;

3) cyObekToB 0Opa30BaTEIbHBIX OTHOIICHHI (0OyJarommXxcs, I1€1aroroB, aJMHHHUCTPAIIHIO
00pa3oBaTeNbHBIX OPraHU3aALNM, pOIUTENEH HECOBEPILEHHOIETHIX 00yJaroMXcs U APYTHX);

4) undpoBbie NMepcoHaNbHbIE JaHHBIE U UHYIO WHQPOpPMAIMI0 00 y4acCTHHKAaX O0pa30BaTEIbHBIX
OTHOILCHUH.

VIMeHHO »Ta KOMIIJIEKCHOCTb JI€JIaeT €€ YSA3BUMOM JuId pPa3HOOOpa3HbIX KPUMHMHAJIBHBIX
nposiBiieHuil. Kubepyrpo3pl HOCST HE TOJIBKO IpPSIMOM IPECTYNHBIA Xapakrep (HampuMep, B3JIOM
U (POBBIX XPAHUIIUIL MEPCOHAIBHBIX JAaHHBIX O HECOBEPLICHHOJETHUX OOYJarolMXCsl; XWUILEHUE
nH@opmaluu o pabore 00pa30BaTEIbHONW OpPraHM3alMM), HO U OMOCPEIOBAHHBIM KPUMHHOTCHHbIN
XapakTep, CO3/1aBas YCIOBUS sl J€BUAHTHOTO MOBEACHHS U (OPMHPOBAHUS aHTHOOIIECTBEHHBIX
YCTAaHOBOK (Hampumep, KNOepOy/UIMHI OJTHOTO U3 ydalMXcs B TOW MM MHOW COLIMAILHOW CeTH, YTO
MOJKET B JaJIbHEHIIEM CIIPOBOLMPOBATH COBEPIICHUE TaKUM Y4YallMMCSl aKTa CKYJLIyTHHra). Takum
obpazom, T1udpoBas oOpa3oBaTenbHAs Cpeda  BBICTYyaeT OJHOBPEMEHHO KaKk  OOBEKT
KPUMHUHOJIOTHYECKON 3allMTHl M KaK cpena, CoCOOHas MOPOIUTh HOBBIE (POPMBI MPOTHBONPABHOU
NeSITENIbHOCTHU B cepe 0O0pa3oBaHMUsL.

[lockonbKy KpUMHHaJbHBIE YIpO3bl, MOCSTAONME HA KPUMHHOJIOTMYECKYIO 0€30MacHOCTh
1 dpoBoit 06pa30BaTENBHOM Cpeibl, HOCIT CUCTEMHBIN U MHOTOYPOBHEBBIHN XapakTep, OJHOBPEMEHHO
BO3/ICHCTBY Ha €€ pa3lIMyHble KOMIIOHEHTHI, MOXHO BBIJECIUTh MHOTOYPOBHEBYIO CHCTEMY TaKHMX
yrpos:

1. Texnomoruueckuii  ypoBeHb  Yrpo3  KpUMHUHOJOTMYeckod  Oe3zomacHocTH  1udpoBoi
oOpaszoBarenbHOI cpeabl. Ha 3TOM ypoBHE NpOSBISAIOTCS TPAAUIIMOHHBIE, HO OT 3TOr0 HE MEHee
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onacHble KuOepyrpo3bl:

—aTakKy Ha IOCTyHOCTh 00pa3oBanus, Hanpumep, DD0S-araku Ha oOpazoBaTenbHbIE MIIATHOPMBI
U TopTajibl (3TO OHJIAMH-aTaku Ha HU(POBYIO cCHCTEMY 00pa30BaTENIbHON OpraHM3alluu, pU KOTOPOH
370YMBIIIIEHHUKH TOCBUIAIOT OTPOMHOE HYHCIIO 3alpOCOB), Mapalu3ylolnme ydeOHBIM mporecc B
ONpeeNIeHHbIE MEepUObl, HApUMep, AJs CpbhiBa y4eOHOH CeCCHMM WU TMPOBEICHUS MPUEMHOM
KaMITaHUsI 110 TOCTYIUICHHIO Ha oOydeHwe B oOpa3oBaTenbHyro opranu3anuio (Kak mMmKoJbHUKH
CPBIBAIOT ypoku C¢ momotnpio DDoS-arak — u yem 310 11t HuX obopaunBaercs // [[3en: caitt. URL:
https://dzen.ru/a/aM2dczj YHyujgy_y?ysclid=mi8qqfow44886355865);

— aTakd Ha KOH(UACHIIMAIBHOCTh HH(pOpMAIUK 00 yJacTHUKAaX 00pa30BaTEIbHBIX OTHOIICHUH U
[IEJIOCTHOCTh 00pa3oBaTenbHON cUCTeMbl. Pedb uaer o KuOeprpecTyIUIeHUsX, CBS3aHHBIX C
XUIIEHUEM, YHUYTO)KEHMEM WM NOoAMEHOH JaHHBIX. (OcoOyl0 OMacHOCTb MPE/CTaBIISET
KOMITPOMETAIIMsI MacCHBOB NMEPCOHAIBHBIX JAaHHBIX (BKIIOYAsh OMOMETpHYECKHE) OOydJaroumxcs |
MeJ]aroroB, a Takke HECAHKIIMOHUPOBAHHBIHN IOCTYII K pe3y/TbTaTaM WHTEIUICKTyaIbHON JAeITeTbHOCTH
(YHUKaJTBHBIM METOAMKAM, KypcaM, HcCClIeJoBaHUsM) (Xakepbl yKpainu JaHHble 4468 mosb3oBaTeneit
caiita Anraiickoro TOCYHUBEpPCUTETA // Pambnep HoBocrn: CaiiT. URL:
https://news.ramb ler.ru/internet/50061653- hakery- ukrali-dannye-4468-polzovate ley-sayta-
altayskogo-gosuniversiteta/?ysclid=ml8rlewdkal60727153);

— BHEJIPEHUE BPEJOHOCHOTO MPOrpaMMHOT0 obecrieueHus. B kauecTBe mMerosa Bo3/ieHCTBHS Ha
oOpa3oBaTenbHBIC OpraHW3allMM B  psfe  ClIydae BBICTYyHAeT HCIOJNb30BaHHWE BHUPYCOB-
M (PpOBATTBIIMKOB, TIIMMTUOHCKOTO MPOTPAMMHOTO oOecreueHusi, OOTHETOB W JAPYrue CpPEICTBa ISt
OCYIIECTBJICHHS aTaK Ha MHQPACTPYKTYpy 0Opa30BaTENbHBIX OPraHU3alMil UM MCIOJIB30BAHUS €€
pecypcoB B mpoTuBonpaBHBIX HeJsIX (YP®CH BbISIBUIIO OMMacHBIN BUPYC B MH(POPMAITMOHHOM CHCTEME
PAHXuI'C // Koutunent Cubupb onnaita: caiit. URL: https//ksonline.ru/565433/ufsb-vyyavilo-
opasnyj-virus-v- informatsionnoj-sisteme-ranhigs/?ysclid=ml8r7oqgma555633742).

2. ladopMaIinOHHO- ICHXOJIOTHYECKUH  ypOBeHb.  JIaHHBIH  ypOBEHb  yIrpo3  HaIpaBicH
HENOCPEJICTBEHHO Ha IMYHOCTh YIaCTHUKOB 00pa30BaTEbHBIX OTHOLICHHI:

— kubepOy/ITMHT W KAOEPTPOJUTMHT. DTO CHCTEMaTHYECKHE OCKOPOJICHUS YYaCTHHKOB
00pa3oBaTeNbHBIX OTHOILEHUH, YIpo3bl B HX aJpec, paclpoCTpaHEHUE IOopodalled YecTb MU
JOCTOMHCTBO WH(OpMAlMd O HUX B HU(POBOM MPOCTPAHCTBE, BEAYIME K ICHUXOJOTHYECKUM
TpaBMam, JIECOHATMN3AIINY, @ B KpalHHUX CITydasX — K CYHIUAAIbHBIM mocienctBusiM(M3-3a TpaBnu B

NuTepnere  neBouka  mokoHumsia — coboit  //  Poccuiickas — rasera: CauT. URL:
https://rg.ru/2015/04/08/travlya. html?ysclid=mI8rdf7uzm410523738 &utm_referrer=https%3 A%2F%
2Fya.ru%2F);

- (1)I/IH_II/IHI‘ " colrajibHas1 MHXKXCHCPUA. Peun HUACT O MAHUITYJIIATUBHBIX TCXHHUKAX, HALICJICHHBIX, B
TOM 4YHCJIC, Ha I[CTCfI, IMOAPOCTKOB M II€AAroroB C IMeCJIbK0 IIOJYUYCHUA 0OMaHHBIM IIyTeéM
KOH(i)I/IIICHIII/IaJII)HBIX JAaHHBIX, BOBJICUCHUSA B IMPOTUBOIIPABHYIO ACATCIIbHOCTE WJIN NCCTPYKTUBHBIC
OHJIaiH-coo0mecTBa (MOIEHHUKNA aTaKOBAIHM YIUTENEH OT MMEHH PYKOBOJCTBA ko // ['azera.ru:
CaT. URL.:
https://www.gazeta.ru/social/news/2021/01/14/n_15485054.shtml?ysclid=mI8rr7wlpj317627089);

— TpolaraHjia JAEBHAHTHOIO M CYyMLUMJAAIBHOTO TNoBeAeHHS. B psae ciydaeB B LH(POBBIX
O6pa3OBaTeJ'IbeIX U COINPAKCHHBIX C HUMU KOMMYHUKAITUOHHBIX ITPOCTPAHCTBAX (‘{aTBI, COHaJIbHBIC
CeTH) pacrpocTpaHsieTcss uH(opMmalus, HampaBjIeHHAs Ha CKJIOHEHUE IIKOJBHUKOB U CTYIACHTOB K
HOTpe6J'ICHI/II-O HAapKOTHYCCKHUX CpPCACTB, HACHUIINIO, YYAaCTUIKO B OKCTPCMUCTCKUX TPYIIIIaX KW
COBEPIIICHUIO CyuIIMJa (Tak Ha3bpIBaeMbIe «pymibl cMeptu») (B IlerepOypre MKOIBHUIIBI CO3IaTH
«@pynmy — CMEepTH» W pelmMiId  MOKOHYHTh ¢ coboit  // Regons.ru:  cait. URL:
https://regions.ru/bezopasnost/moshenniki-atakovali-uchite ley-ot-imeni-rukovodstva-shkol).

Characteristics of Threats Encroaching on the Criminological



410 Matters of Russian and International Law. 2026, Vol. 16, Is. 1A

3. LIeHHOCTHO-CMBICIIOBOH (HMICOJIOTUYECKHI) YpOBEHb. DTO HamboJiee JIATEHTHBIH W KpalHe
OTaCHBIM YPOBEHb YIpo3, MOCSATaroNmil Ha (pyHIaMEHTAIBHOCTh OOpa30BaTENBHOTO CyBEpEHUTETA
CTpaHbI:

— UJCOJIOTUYECKOe M IEHHOCTHOE BO3JCHCTBHE HA YJACTHUKOB OOpa30BATENBbHBIX OTHOIICHUH.
Peub nzer o ueneHanpaBIeHHOM pacnpoCTpaHEHUH uyepe3 00pa30BaTelbHbI KOHTEHT (CO/epKaHue
OTNIENBHBIX  y4eOHWKOB WM  OOpa3oBaTENbHBIX  IMPOTPAMM), MAaCCOBYIO  KyIbTypy U
MeAUANpPOCTPAHCTBO, UHTETPUPOBAHHBIE B LU(PPOBYIO 00Pa30BATENIbHYIO CPEY, HACOIOTUM, UYXKIbIX
TPAIUIIMOHHBIM POCCHICKHM IEHHOCTSM (KyJIbT TOTPEONICHUS, PAAUKATBHBIN WH AUBUIyATH3M,
obOeclicHMBaHUE HPABCTBEHHBIX HOpM, (aybcudukanuss ucTopuu crpaHbl). [logoOHbIe aeicTBUS
HaIlpaBJICHbl MMEHHO Ha pa3MbIBAHUE KyJIbTYPHO-HPAaBCTBEHHOM POCCHUICKOM TpaauLMOHHOU
UJICHTUYHOCTH Y MOJIOJIOTO TTOKOJICHUS;

— r1oiMeHa 00pa30BaTeIbHON MapaaurMbl. JaHHBINA BUJT YTPO3bl MOKET MPOSBUTHCS MPU MOJIHOU
nu@gpoBU3aUK 00pa30BaTENbHON Cpelbl U OTKa3e OT TPaJUWIMOHHOTO (opMara oOpa3oBaHHS, TIe
nupOBOl MHCTPYMEHT 3aMEHSET >HBOTO IIe/larora-HacTaBHUKA, TMPU OTKa3e OT pean3aiuu
BOCITUTATEIHPHOTO KOMITIOHEHTa 00pa30BaTEIbHBIX MPOTPAMM; IMPHU MOJHOM IEpeXoJe K OKa3aHHUIO
TOJIBKO TIJIATHBIX ITUQPPOBBIX 00pa30BATEIbHBIX YCIYT W (POPMHUPOBAHUIO 3HAHWHK Yy OOydJarOmMXCs
TOJILKO Ha IUIaTHOM OCHOBe (TMoiHas KoMMepuuamu3anus chepsl obOpasoBaHust). CrHeruamuCTbl
MOYEPKUBAIOT, YTO B TAKUX CITyJasX MOXKET «yCHUIUTHCS HEPABEHCTBO B BO3MOXKHOCTSX MOJYyICHUS
oOpa3oBaHus: xopolee (QyHIAMEHTaIbHOEe O00pa3oBaHUE — OTO JIOPOTOE «HUEJIOBEUECKOe», IS
OCTaJIBbHBIX — JICIIEBOE IMCTaHUMOHHOE, oHnanH» [Ctapuuenko, 2020, c. 18]. ImMeHHO mo3TOMY
OTEUYECTBEHHBIC IIPAaBOBEIbl CUYMTAIOT HEOOXOAMMBIM IpEeoJoieBarb mnpolieMy HH(PPOBOTO
HepaBeHcTBa [berumes, JKaposa, 3anouno, @ununona, [llyrosa, 2024, c. 736].

Vs3BuUMOCTh  IHQPOBOI  00pa3oBaTeNbHON  Cpelbl  MOPOXKIACTCS KaK — TEeXHHUYECKUMU
HECOBEPIIEHCTBAMU  JaHHOW cdepbl  OOIIECTBEHHBIX  OTHOIIGHWM, Tak U  COIHAIbHO-
MICUXOJIOTUYECKUMHU PUCKAMHU, K KOTOPBIM OTHOCSTCSI:

1) BHemHue (GaKTOphl, TAKUE KaK IESITELHOCTh TPAHCHAIMOHAIBHBIX KHOEPIIPECTYITHBIX TPYIIIL,
JICICTBUSI MHOCTPaHHBIX XaKEPOB U CHELCIYKO, a TAKKE UIE0JIOTUYECKOE JaBJICHUE CO CTOPOHBI psijia
3apyOeXHBIX HU(POBBIX MIATGOPM U TPOU3BOAUTENEH U PPOBOTO MPOAYKTA;

2) BHyTpeHHHUE (aKTOphI, Takke Kak IU(POBOC HEPABEHCTBO M HU3Kash U(POBasi TPaMOTHOCTb.
3HaunTeNbHAS YAacTh YYACTHUKOB OOpA30BATENbHBIX OTHOLICHUN, B OCOOCHHOCTU MPEIACTABUTEIH
MEeIarOTMYeCKOTO0 COOOIEeCTBA M POJAUTEIIBCKON OOINECTBEHHOCTH, €Il He 00JIaaeT J0CTaTO YHBIMU
HaBBIKAMU KHOEprUrHeHsl ©  MeauabesonmacHocTd Jisi  A(MGEKTUBHOTO  MPOTUBOJCHCTBHS
KPUMHHAIBHBIM YIpo3aM, MPOSBISIONMMCS B U(POBOM 00pa3oBaTeIbHOM MpocTpaHcTBe. Takke B
KauecTBe BHYTPEHHETO (pakTopa CieayeT paccMaTpuBaTh AEBHAHTHOE MOBEICHUE CAMUX YYACTHUKOB
0o0pa3oBaTeNnbHbIX OTHOIIEHUM. Peub uJeT 0 Tak Ha3bIBa€MbIX BHYTPUCPEIOBBIX PUCKAX, CO3/1aBAEMBbIX
caMUMHU OOyJalOIMMHKCS, B TOM 4YHCJIe KAOSpOYIIMHT, IUIaruar B MH(GPOBOM TPOCTPAHCTBE,
NPUBOJIIMI K HapyIIEHHUI0O aBTOPCKUX IpaB, PACIPOCTPAHEHHE 3aMpPElCHHOTO KOHTEHTa Cpeau
IIKOJIBHUKOB M CTYAEHTOB U apyroe. ClieyeT OTMETUTh U OIpPENIEIEHHOE OTCTaBaHNE HOPMATUBHO-
MpaBoOBOI 06a3bl OT JMHAMUKU TEXHOJOTMUYECKUX M3MEHEHUH, HeJOCTaTOYHOE (MHAHCUPOBAHUE MEP
obOecnieueHHs1 K1OepOE30acCHOCTH, OTCYTCTBUE €IMHBIX CTAaHIAPTOB 3aLUTHI JUIsl BCEX YYAaCTHUKOB
u@poBoit 00pa3oBaTETHLHON CPEIbl.

TakuMm 00pazom, IpoBeIEHHBIN aHAIU3 T03BOJISET YTBEPKAATh, YTO YIPO3bl KPUMHUHOJIOTHYECKOM
Oe3onmacHocTH 1HMGPOBOKH 00pa3oBaTENbHON CpeAbl MPEACTABISIOT COO0OM CIOXKHBIN (heHOMEH,
coueTaroMii B cebe TexHHUuYecKhue KuOepyrposbl, IMCHUXOJOTMYECKUE MaHUMYIALUUU U TOINbITKA
MJICOJIOTHYECKOTO BMEIIATEIhCTBA B 00pa3oBaTeNbHYIO cpery. KirtoueBoii BRIBO 3aKTI0YAETCS B TOM,
YTO OOJIBIIYI0 OMACHOCTH s M(POBOro 00pa3oBaHUs MPEACTABIISAIOT KaK MpPsIMbIe, BUAMMbBIE aTaKH,
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TaK W JATCHTHBIC YI'PO3bl LHCHHOCTHO-CMBICJIOBOI'O YPOBHH, CIIOCOOHBIC HETATHBHO OTPa3UTHCA Ha
YPOBHC 3allIMIIICHHOCTH HAIMOHAJIBHOI'O 06p3.30BaTeHBHOFO U KYJIBTYPHOTO CYBCPCHUTETA CTPAHBI.

3aKJII04YeHHe

B cBs3u ¢ 3TUM MOXHO OOOCHOBAHHO yTBEpIKIaTh, YTO 3almTa IU(PPOBON 0OpazoBaTeIbHOMN
CpeIbl HE MOXKET OTPAaHUYUBATHCSA UCKIIOUYUTEIBHO TEXHUUECKUMH MepaMu (HarpuMep, YCTaHOBKOH
AaHTUBUPYCOB U (pacpBOJIOB; GalPBOI — ATO MPOrPaMMHO-AITIAPATHBIN KOMIIJIEKC, TTpeHa3HauYeHHbIA
Ui mpoBepku W (QuibTpanuu cereBoro Tpaduka [Cymnpynos, 2008, c. 50]; o mno3BomseT
KOHTPOJINPOBATH MOTOK JAHHBIX, MPOXOAIIMX Yepe3 CeTh, U MPUHUMATh PEIICHUS O Pa3peIieHU U WU
OJIOKUPOBKE COCAMHEHHI HAa OCHOBE 3apaHee 3aJlaHHBIX MPaBIL; (allepBON — 3TO HEKUH «UMT» WIM
«punbTpy», obecreunBaronMii 6€30MacHOCTh Mepenauyn JaHHbIX). Kak crnpaBeninBo oTMedaeTcsl B
JauTeparype, TpedyeTcss HMEHHO CUCTEMHBIN MOAXO0/1 K 00ecIIeYeHHI0 0€30IMacHOCTH 00pa30BaTebH O
cpensl [CumopoBa, 2025, c. 187]. KommiekcHas KpUMHUHOJOTHYECKass MOJAETh O€30MacHOCTH
00pazoBaTenbHOM Cpejibl, B TOM YKCIIe HU(POBOM, TOKHA BKIIOYATh!

1) HOpMaTHBHO-TIPABOBOM KOMIIOHEHT, MIOApa3yMeBaOLM I COBEpILCHCTBOBAHUE
3aKOHOJATENbCTBA B c(hepe KPUMHUHOJIOIMYECKON 3alMThl CHUCTEMbl 00pa3oBaHHUs, B YAaCTHOCTH
obOecrieyeHre 3alMThl MEePCOHATBHBIX CBEICHUM, MPUHAISKAIMX yIaCTHUKAM OOpa30BaTEIbHBIX
OTHOLICHUN UM XpaHSIMXC B HU(POBBIX 0a3ax AAHHBIX, OT TaK HA3bIBAEMOW «yTEUKW» W YTPaThl;
oOecrieueHmne KubepOe30macHOCTH 00pa30BaTeIbHBIX OpraHU3aluii; 0ojIee AeTalbHOE PEryITMPOBaHIE
OTHOLICHUH, CBSI3aHHBIX C UCIOJIb30BaHUEM LI (POBOTO 00pa30BaTEIbHOIO KOHTEHTA;

2) OpraHU3alMOHHO-TEXHUYECKU KOMITOHEHT, TIPEJCTABJICHHBINA B BUJIC BHEAPEHUS CTAHIapTOB
KnOepOe30MMacHOCTH Il  YYaCTHHKOB OOpa30BaTENbHBIX OTHOIICHUN, OOeCTeYeHUs IU(pPOBOTO
CYBEPEHHUTETA YEPE3 MCII0JIb30BAHUE OTEYECTBEHHOTO IPOTPaMMHOI0 00€CII€YEHH S U OT€YECTBEHHBIX
IH(GPOBBIX 00pa30BaATEIBHBIX TIATHOPM;

3) megaroruyeckuii M BOCIUTATEIBbHBI KOMIOHEHT, B paMKax KOTOPOTO MPEANoJiaracTcs
WHTETpaIus B 00pa3oBaTelbHbIE MPOTpaMMbl MOJOXKEHUNW MO HUQPPOBONH M MEAUarpaMOTHOCTH,
KHOepruTHeHe, OCHOBAM ITPaBOBOW KYJIBTYPHI B U (POBOI cpelie, P STOM KITI0UEBasi pOIIb OTBOIUTCS
MOATOTOBKE U MEPENOATOTOBKE MEIaroroB B JaHHOM cdepe;

4) IECHHOCTHO-OPUEHTALIMOHHBI ~ KOMIIOHEHT,  HoJpa3dyMeBarolmii  (GOpMHpPOBaHUE
oOydaronmxcss KpUTHYECKOTO MBILUICHUS, [IEHHOCTHOTO MMMYHUTETA K JIECTPYKTUBHOMY KOHTEHTY,
pacnpocTpaHseMoMy B HMHGOPMAlMOHHO-TEJIEKOMMYHUKAllUOHHOW  cpele,  BOCIHMTAaHUE
OTBETCTBEHHOM IIU(POBOI rPa’kAaHCKON TO3UIIHH.

TonbkO TaKOM CHCTEMHBIH MEXKIUCHUIIIMHAPHBIA TOJIXO0J, pacCMaTPpUBAIOIMN ITU(PPOBYIO
00pa3oBaTeNbHYIO Cpey Kak MPOCTPAaHCTBO (OPMHUPOBAHUS OYIYIIEro HaIUH, TO3BOJIUT 00ECTICUHTh
€e KpUMMUHOJIOTHYECKYI0 0e30MacHOCTb, 3alMTUTh MpaBa JUYHOCTH YYACTHUKOB 0Opa30BaTENIbHBIX
OTHOIICHUY U YKPENUTh HAIlMOHATBHBIN 00pa30BaTeIbHBIN CyBepeHuTeT Poccuiickoit denepanuu.
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Abstract

The article examines the digital educational environment as an independent object of
criminological security in modern society. The author identifies and systematizes a complex of
contemporary threats of a criminal and criminogenic nature that encroach upon the digital
educational environment at the technological, informational-psychological, and value-meaning
levels. In conclusion, the necessity of transitioning from fragmented technical solutions to the
development of a holistic conceptual model of criminological security of the educational
environment, including the digital one, is substantiated. This model should include regulatory-legal,
organizational-technical, pedagogical, and value-orientation components.
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