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AHHOTALUA

WNurepuer Bemerr (IoT) - »3T0 TexHOnOrWs, KOTOpash TMO3BOJSET YCTPOHCTBAM
B3aMMO/ICHICTBOBATH JAPYT C IPYTOM M C UHTEPHETOM, 0OMEHHBAsACH JaHHBIMH U WH(OpMannen.
OTa TEXHOJOTHs CTAaHOBUTCS Bce Oollee pacmpocTpaHeHHoW B Poccum u mo Bcemy MHpY,
o0ecrnieurBasi 3HAUUTENbHBIE MPEUMYIIECTBA B Pa3IMYHBIX OTpacifax 3KOHOMHKH. OnHako,
ucnonb3oBanue loT Taxke BBI3BIBACT Pl MPABOBBIX BOMPOCOB M MPOOJIEM, KOTOPhIE HY>KHO
pPaccMOTpPETh B KOHTEKCTE POCCUMCKOTO 3aKOHOJATENbCTBA. B JaHHOU cTaTbe MBI pACCMOTPUM
OCHOBHBIE TpaBOBbIe HI0AaHCHI ucnoib3oBaHus 10T B Poccuu. OqHOM M3 OCHOBHBIX MPOOIEM,
CBSI3aHHBIX C Hcnonb3oBaHueM [0 T, sBisieTcs cOop U XpaHEHHE YaCTHBIX JAHHBIX M10JIb30BaTeNeH.
CornacHo crtatbe 24 ®epepanbHoro 3akoHa "O mepcoHaJbHBIX JaHHBIX", cOOp, XpaHEHUE,
HCIIOJIb30BaHUE U PACIIPOCTPAHEHHE MEPCOHANBHBIX JAHHBIX JTOMYCKAETCS TOJIBKO MPU HATUYUU
cornacus CyObeKTa MEepCOHANBHBIX JAHHBIX, €CIIM WHOE HE MPEAYyCMOTPEHO 3aKOHOM. Takum
obpazom, omeparopsl [0T-ycTpoiiCTB JOMKHBI MOTy4YaTh COTJACHE TOJb30BaTeNIed Ha cOOp U
HCIMOJIb30BAaHUE MX MEPCOHAIBHBIX JaHHBIX. KpoMe Toro, cornacHo @eaepanbHoMy 3akoHy "O
3aIUTe EPCOHANBHBIX NaHHBIX", orepatopsl [0T-ycTpolicTB NOKHBI MPUHUMATH HEOOXOTUMBIE
MepBI JJIs 3alIUThl IEPCOHATBHBIX JAHHBIX OT HECAHKIIMOHUPOBAHHOTO JIOCTYMa U yTeuek. OHu
TaKke 00s3aHBI YBEIOMIISTH CyOBEKTOB MEPCOHATBHBIX JAHHBIX O JIFOOOW yTeuKe MaHHBIX B
TEUYECHHUE 72 4acoB.
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Beenenue

Pa3zButue 10T npuBOAUT K MOSBICHHIO HOBBIX ITPABOBBIX BOIPOCOB WU HIOAHCOB, KOTOPBIE
3aTParuBarOT PA3JIMYHbBIC ACIEKThI 3aKOHOAATENIBCTBA, TAKME KaK 3allMTa IEPCOHAIbHBIX JAaHHBIX,
0€301aCHOCTb, UHTEJUIEKTyalbHasi COOCTBEHHOCTh M OTBETCTBEHHOCTD.

3amuTa nepcoHajgbHBIX NaHHBIX: YcrpoiictBa [oT yacto coOuparoT, 00pabaThIBalOT U XpaHAT
MepCOHANbHbBIE JIaHHBbIE TOJIb30BaTeNeil. B cBsA3u ¢ 3TUM BO3HHMKAeT HEOOXOIMMOCTb COOJIOJICHUS
3aKOHOJATENHCTBA O 3aIIUTE MEPCOHATBHBIX JAHHBIX, KOTOPOE PEeryaupyeT oOpaboTKy U XpaHEHUe
nHpopMmanuu, kacaromieics muaHoctd. B Poccun ®enepanbubiii 3akoH Ne 152-03 "O nepcoHabHBIX
JNaHHBIX" OmpenenseT MpaBuia OOpaOOTKM M 3alUThl MEPCOHAIBHBIX JAHHBIX W YCTaHABIUBAET
TpeboBaHUs K UX 00paboTKe.

bezonacHocth: YcTpoiictBa [oT MoryT ObITh YS3BUMBI 711 XaKEPCKUX aTaK U APYTrUX KUOEpyrpos,
YTO MOXET IMOBJIEeYb 3a c000i HapylieHue Oe30MaCHOCTH IOJIb30BaTeNel U TOTepI JAaHHBIX.
3aKOHOAATEIHCTBO B 00JaCTH KHOEPOE30MacHOCTH 00s3bIBACT TPOU3BOIUTENEH U MOCTABIIUKOB YCIYT
[oT ob6ecnieunBaTh MOJKHBIM ypOBEHb 3alUThl MHGOPMAMU U TPEANPUHUMATH MEpPbI Ui
MpeI0TBPALCHUS KnuOepaTax.

WuTennekryanpHas coOCTBEHHOCTh: YcrpoictBa [oT Moryr wucnonb3oBaThb NATEHTOBAaHHBIE
TEXHOJIOTUH, aBTOPCKHE IpaBa U Apyrue 00beKThl HHTEIUIEKTYaIbHOW COOCTBEHHOCTH. B cBsi3M ¢ 3TUM
BO3HMKAIOT BOINPOCHI NPABOIPUMEHEHHUS U YBAXKEHMSI IPaB COOCTBEHHMKOB HWHTEJUIEKTYalbHOMN
COOCTBEHHOCTH.

OTtBeTcTBEHHOCTh:  BOIlpoCchl  OTBETCTBEHHOCTH  CBSI3aHbl € ONPEICIIEHUEM  CTEIEHU
OTBETCTBEHHOCTH MPOU3BOIUTENEH, TOCTABIIUKOB YCIYT U Ttosib3oBateneit [oT 3a Bo3MoxHBIH yiiiepo,
BBI3BAHHBII HETPaBUIBHON pabOTOMN YCTpONCTB, HapylleHHeM Oe30MaCHOCTH WM YTEUKOW JaHHBIX.
3aKOHOJATENbCTBO JOJKHO ONPEIENNTh, KTO HECET OTBETCTBEHHOCTh B Cily4ae BO3HUKHOBEHUS
po0JieM, CBA3aHHBIX ¢ uctoyb3oBanueM [oT.

CornacHo 3akoHonatenscTBY Poccuiickoit denepanuu, aBTOPCKOE MPaBO Ha KOMIIbIOTEPHBIE
IIPOrpaMMbl, a TAK)Ke UHbIE TIPEAMEThl MHTEIIEKTYaIbHOM COOCTBEHHOCTH, BOBHUKAET C MOMEHTA UX
co3nanud. OnHaKo, CyIIECTBYIOT ClIy4ad, Korja npasa Ha loT-ycTpoiicTBa MOTYT IpUHAAIEKATh HE
TOJIBKO CO3JaTENIIM YCTPOMCTB, HO M APYTUM CTOPOHAM, HallpUMep, NPOU3BOAUTEISAM KOMIIOHEHTOB,
pa3paboTunMkaM nporpamMmmHoro odecneuenust u T.1. [Toatomy, onepatopsl loT-ycTpoiicTB HOMKHBI
yOeIUThCS, YTO OHU HMMEIOT COOTBETCTBYIOIIME IpaBa HAa MCIIOJIb30BAaHHE BCEX KOMIIOHEHTOB,
HCIOJIb3YEMBIX B UX YCTPOUCTBAX.

OcHoOBHAasI 9YaCTh

B Poccun ncnonpzoBanue TexHonoruu VIHTepHeTa Belel peryaupyeTcsi HECKOJIbKUMU 3aKOHAMH,
BKJIIOYAsL:

— MepnepanbHbiit 3ak0oH "O cBsazu" (Ne 126-d3 ot 07.07.2003) - ompenensieT NpaBoBble OCHOBBI
WCITOJIB30BaHUs CPEACTB CBA3M, BKItouas loT-ycTpoiicTsa.

— OenepanbHbiil 3akoH "O nepcoHambHBIX AaHHBIX" (Ne 152-D3 or 27.07.2006) - ompenenser
IPaBOBbIE OCHOBBI OOPAa0OTKM M 3aIUTHl NEPCOHAIBHBIX JAHHBIX, KOTOPBIE MOTYT OBITH
coOpanbl [oT-ycTpoiicTBamu.

— @enepanbHblii 3akoH "O0 wuHOpManuy, HMHGOPMAIMOHHBIX TEXHOJIOTHUSX M O 3alIUTe
unpopmarnuu”" (Ne 149-®@3 or 27.07.2006) - ycraHaBniuMBaeT NpaBHJa HCIOIb30BaAHUS
MH(POPMALIMOHHBIX TEXHOJIOTHI 1 obecreueHus: 6e30MacHOCTH UH(OPMAIHH, KOTOPBIE TaKXKe
npumeHuMsl K loT-ycTpolictBam.
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— DenepanpHbii 3akoH "O 3amure mpaB morpedutenei” (Ne 2300-1 or 07.02.1992) -
yCTaHaBJIMBACT MpaBa U 00s13aHHOCTH mosb3oBateneil loT-ycTpoiicTs, a Takke TpeOOBaHUS K
oneparopam [oT-ycTpoiicTs.

— IlocranoBnenue IlpaButensctBa PO "O TpeOoBaHMSIX K CHCTEMaM CBSI3M M yCTPOMCTBAM,
HCITOJIb3YEMBIM B CHCTEMax CBsI3W, pabOTalomuX Ha OCHOBE TexHosnoruu "MHTepHer Bemieit"
(Noe 1238 ot 16.11.2017) - ycranaBmmuBaeT TpeOoBaHusi K loT-ycTtpoiicTBaM, BKIIIOYAs
TpeOoBaHUs K MX 0€30IaCHOCTH M 3aIUTE NEPCOHATBHBIX JaHHBIX.

— IlocranoBnenue IlpaButenbctBa PD "O mepeyHe KpUTHYECKH BaKHBIX WHGOPMAIIMOHHBIX
uHppacTpykTyp 00BekTOB" (No 174 ot 06.03.2018) - ompenenseT KPUTUYECKH BayKHBIC
nH(pOpMalMOHHbIE UHPPACTPYKTYPHl OOBEKTOB, KOTOpHIE MOJIKHBI 00ECIEeUHBATHh 3aIIUTY
ceoux loT-ycrporicts.

OTH 3aKOHBI YCTAaHABIIMBAIOT MPABOBbIE OCHOBBI HUCNOIb30BaHUs loT-TexHomoruit B Poccun u
o0ecneunBarOT 0€30MaCHOCTh U 3aLUTY MEPCOHANBHBIX JaHHBIX, MPaB MOTPEOUTENEH U KPUTHIECKU
BaYKHBIX MH(POPMAITMOHHBIX HHPPACTPYKTYP OOBEKTOB.

Eme ogHuM BaKHBIM acCIEKTOM NpPaBOBBIX HIOAHCOB ucroib3oBaHus [0T B Poccuu siBisgercs
BONPOC HMHTEIUIEKTYyalbHOH coOcTBeHHOCTH. loT-ycTpoiicTBa dacTo copepikaT MporpaMMHOE
o0ecrieyeHure, arnmapaTHoe OOecleYeHrne W JPyrue TEXHOJIOTHUH, KOTOPBIE MOTYT OBITh 3alHIIEHBI
MaTeHTaMH, aBTOPCKUMH MTPaBaMH WU IPYTUMHU (GOPMaMU MHTEIUIEKTYaIbHONH COOCTBEHHOCTH.

Hcnons3zoBanne [oT-yCTpOoWCTB MOXKET NPUBOAWTH K HAPYLICHWK) HWHTEIUIEKTYaJbHON
COOCTBEHHOCTH JIPYTHX CTOPOH, HAIIPUMEP, €CIIA YCTPOHCTBO MCIIONIB3YET TEXHOJIOTUH, 3aIIUIIICHHBIC
naTteHTaMmu, 0e3 paspernieHus npaBoodnanatens. [lostomy, nepen ucnonszoBanuem loT-ycrpoiicTna,
HEO0OXO0JIMMO IPOBECTH AHAJIU3 PUCKOB HAPYIICHMS] MHTEIJIEKTYaJbHOM COOCTBEHHOCTH U NPUHSATH
Mepbl 110 3aluTe MpaBooOIa aTeNeH.

Baxubim acniekrom ucnonb3zoBanus [oT B Poccun sBasiercst Bonpoc 6e3omacHocT. Oneparopbl
loT-ycTpoiicTB H0mKHBI 00ecreunTh 0€30MacHOCTh CBOMX YCTPOWCTB W 3allIMTY IMOJIb30BaTeNel OT
BO3MOXKHBIX yrpo3 0€30MacHOCTH, TaKUX Kak KuOepaTrakd, B3JIOMbl M JApyrue (Qopmbl
KHOEepIPeCTyMHOCTH.

Cornacno ®enepanbHomy 3akony "O6 nHGpOpMaLuu, HHPOPMALTMOHHBIX TEXHOJIOTHSX U O 3aIIUTe
uHpopmanun", onepatopsl loT-ycTpoiicTB o00s3aHBl OOecreunBaTh 3alUTy HHGOpPMAIHH,
oOpabaTbiBaeMoil 1 nieperaBaeMoii B UX cucreMax. OHU TaKke 00s3aHbl YBEJOMIISTD M10JIb30BaTeNeH
00 yrpo3ax 6€30nacHOCTH U MPUHUMATh MEpPHI 110 3aIUTE OT HUX.

B Poccum cymectByer oOs3aTenbHas cepTHQUKAnMg Uis OOJBIIMHCTBA 3JEKTPOHHBIX U
TEXHUYECKUX YCTPOUCTB, BKiItouas loT-ycTpoiictBa. Oneparopsl [oT-ycTpoiCTB TOMKHBI YOS TUTHCS,
YTO UX YCTPOWMCTBAa COOTBETCTBYIOT COOTBETCTBYIOLIMM CTaHIapTaM O€30IacHOCTH M KadecTBa U
UMEIOT HeoOxoaumble cepTudukarbl. OHU Takke JOJDKHBI cOOM0AaTh TpeOOBaHUS MO MapKHUPOBKE
YCTPOWCTB B COOTBETCTBHH C 3aKOHOAATENbCTBOM Poccuiickoit denepanun.

Omnepatopbl [0T-ycTpoCTB MOTYT HECTH OTBETCTBEHHOCTH 3a JIFOOOW yIiepO, MpUIMHEHHBIN
I0JIb30BATENSIM U TPETHUM CTOPOHAM B Pe3yJbTaTe HEJAOCTATOYHON 0€30MacCHOCTU CBOMX YCTPOMCTB
WK omuoOOoK B X pabdore. OHU TakkKe MOTYT ObITh 00s13aHBI BO3MENIATh YyIIepO, MPUUUHEHHBIH B
pe3ylibTaTe HapylIeHUs NPaB WHTEIJIEKTYaJIbHOM COOCTBEHHOCTH WM HapyIIEHUs 3aKOHOIaTEIbCTBA
O MEePCOHAIbHBIX JJAHHBIX.

B Poccun Ha IoT-ycTpoiicTBa MOTYT pactpoCTpaHsAThCS HAJIOTOBBIE 00s13aTenbcTBa. Hampumep,
oneparopsl loT-ycTpoiicTB MoryT ObITh 00s13aHbI THIaTUTh HJIC Ha mMpogaky CBOMX yCTPOMCTB W/WIN
Ha MPEeA0CTaBICHHE YCIYT, CBSI3aHHBIX C UX ycTpoiicTBaMu. OHM TakKe MOTYT ObITh 00513aHbI MJIATUTh
HaJIOT Ha NPUOBLIb U JPyTHE HAJIOTH, B 3aBUCUMOCTH OT UX OM3HEC-MOJIeNIU U MacITalda JesiTeIbHOCTH.

Legal nuances of using the Internet of Things



434 Matters of Russian and International Law. 2023, Vol. 13, Is. 5A

Hcnonp3oBanne [oT-TeXHONOrM MOXKET IPHUBECTH K BO3HUKHOBEHUIO HOBBIX PBIHKOB H
JOMHUHHUPOBAHHUIO HEKOTOPBIX KOMIIAHMH Ha pbIHKE. B 3TOM KOHTEKCTe Ba)KHO Y4YUTHIBATH
3aKOHOJATEIbCTBO O 3aIlUTE KOHKYPEHLUH, YTOOBI MPENIOTBPATUTh HELO0OPOCOBECTHBIE MPAKTUKHU,
TaKne KaK MOHOIIOJIN3ALUs PhIHKA WK 3J10yNOTpeOIeHNE JOMUHUPYIOLIUM HOJOXKEHHUEM.

[Tons3oBarenu loT-ycTpoHCTB SBISIOTCA MOTPEOUTENIMU, U, CIEIOBaTeIbHO, HUX IpaBa
3aIMIIAIOTCS 3aKOHOJATEIBCTBOM O 3amuTe mpaB norpeduteneit. Omeparopsl loT-ycrpoiicTB
00s13aHBl IPEJOCTABIATh JIOCTATOYHYKO HMH(OpMAIUI0 O CBOMX YCTPOMCTBax, oOecneuumBaTh HX
0€30I1aCHOCTb U Ka4eCTBO, U peIlaTh MPO0JIeMbl, CBSI3aHHbBIE C HEIOCTaTKaMH YCTPONCTB.

Hcnonp3oBanue [oT-TexHONMOrM TakKe BKIIOYAET IPaXk1aHCKO-IIPABOBBIC OTHOLICHMS], TAKKE KaK
JIOTOBOPHI U COTJIALIEHUSI MEXK 1y oneparopamu [0T-ycTpoilcTB 1 moJib30BareiMu. B 3TOM KOHTEKCTE
BAXHO YYMTHIBATh IPABOBbIE TPEOOBAHMSA K 3aKIIOYEHHUIO M HCIIOJIHEHHUIO JIOTOBOPOB, a TaKKe
pPEeryaupoBaHue U pa3pelIeHUE CIIOPOB, CBSI3aHHBIX C UCNOJb30BaHuEM [0 T-ycTpouCTB.

[TpaBoBble HrOaHCHI Hcnoiab30BaHus loT-rexHonoruit B Poccun mMoryr ObITh pa3HOOOpa3sHbIMU U
3aBUCST OT KOHKPETHOW CUTyalluu U KoHTekcTa. Oneparopsl [oT-ycTpolcTB 10JIKHBI YUUTHIBATh BCE
MIPaBOBBIC TPEOOBAHMUS U PEKOMEHJAIINH, CBS3aHHBIC C UX JESITEIBHOCTHIO, YTOOBI 00ECTICUNTH 3aALTUTY
IIpaB MOJIL30BATENICH M TAPAHTHPOBATh Oe3ommacHoe M APPeKTUBHOE Ucnonab3oBaHue loT-TexHomormit
B Poccun.

loT-ycTpolicTBa MOTyT nepecekarb IpaHMIIbl U OOMEHHBATHCA JAHHBIMU C YCTpOiCcTBamH,
HaxOJfIIMMUCA B APYTUX CTpaHax. IDTO MOXET NPUBECTH K BO3HUKHOBEHHUIO JIOMOJHHUTEIbHBIX
IIPAaBOBBIX BOIPOCOB, CBA3AaHHBIX C MEKYHAPOIHBIM IIPABOM, 3aKOHOAATEIBCTBOM O 3aILUTE JAHHBIX
U Jpyrumu obusactsimu npasa. Oneparopsl loT-ycTpoiicTB JOIKHBI YUUTBHIBATH 3TH IPABOBBIE ACTIEKTHI
U pa3paboTKe CBOMX YCTPOICTB U MPEAOCTABICHUH YCIYT.

loT-ycTpoiicTBa MOTYT cOOMpaTh U NepeaaBaTh 00ibIINEe 00bEMBI JAHHBIX, KOTOPhIE MOTYT OBbITH
JOCTYIIHBI AJI UCIIOJIb30BaHUs JPYTHMHU OpraHU3alysIMU WIM FOCY1apCTBEHHBIMU OpraHaMu. B atom
KOHTEKCTE Ba)KHO YUYMTBHIBATh IPABOBBIE TPEOOBAHUSA K OTKPHITHIM JaHHBIM M OOECHEUUTh 3aLIUTY
NIEPCOHAJIBHBIX JaHHBIX I10JIb30BATEIEN.

loT-ycTpoiicTBa MOT'YT UMETh 3HaUMTEIbHOE BO3JIEHCTBHE HA OKPYXKAIOIIYIO CPEAy M 3710pPOBbE
mozael. B 3ToM KOHTeKcTe BaXKHO yYUTHIBATh MPABOBBIE TPEOOBAHUS, CBSI3aHHBIE C SKOJIOTUYECKON U
3/10poBbecOeperaroniel MOJIUTUKOM, Takhe KaK OrpPaHMYEHHUS Ha HCIOJIb30BAHUE OIPENeNeHHBIX
MaTepHaJioB U BEIIECTB, TPEOOBAHNUS MO YTHIIN3ALUHU U NTepepabOTKe OTXO0B U T.1.

3akJIoueHue

HcnonwszoBanue loT-TexHOIOTHII CTAHOBUTCS BCe OoJiee paclipocTpaHeHHBIM B Poccuu u 1o Bcemy
mupy. Onnako, onepatopsl [0T-ycTpolCTB HOMKHBI YUUTHIBATH MPABOBbIE HIOAHCHI, CBA3aHHBIE C
cOOpPOM M HCIIOJNIB30BAHUEM TEPCOHANIBHBIX JAHHBIX, 3alIUTON MHTEIUIEKTYAIbHONW COOCTBEHHOCTH,
obecriedeHrneM 0e30MacHOCTH U IPYTUMHU BOIIPOCAMH.

OnHu TaKke JOMHKHBI COOI0IaTh COOTBETCTBYIOIIEE 3aKOHOIATENILCTBO, BKIOUas DenepanbHbIi
3akoH "O mepcoHanbHbIX NaHHBIX', DenepanbHblii 3akoH "O 3alMTE MEPCOHAIBHBIX JTAaHHBIX' U
®enepanbHblii 3ak0H "O06 nHPOpMaIUK, HHOOPMALIMOHHBIX TEXHOJOTUAX U O 3aluTe nHpopmanuu".
OTBeTCTBEHHOE UCTIOB30BaHME [0T-TEXHOIOTHI TOMOXKET 00ECTIEYUTh 3aIIUTY MPaB MOJIb30BaTENICH
U COAEHCTBOBATh PAa3BUTHIO 3(PPEKTUBHOrO, OE30MACHOIO M HWHHOBAIIMOHHOTO HCIOJIb30BaHUS
texHosnoruu loT B Poccum.

Ucnonp3oBanne loT-rexHonoruii B Poccun mMeeT 3HAYMTENbHBIA MOTEHIMAT JJISI YIydIICHUS
JKU3HU JIIOJIE W pa3BUTHSA SKOHOMHKU. OpHako, onepatopsl [0T-ycTpoWCTB HOMXKHBI YUYUTHIBATH
MIPaBOBbIE HIOAHCHI, CBSI3AHHBIE C COOPOM M HCHOJIb30BAaHUEM IEPCOHAJBHBIX JIAaHHBIX, 3AIIUTOMI
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MHTEJUIEKTYalIbHOM COOCTBEHHOCTH, OOecriedeHreM 0e30MacHOCTH, cepTU(UKaueil 1 MapKUPOBKOM,
HAJOTOBBIMH  00s3aTENIbCTBAMU M OTBETCTBEHHOCTHIO. OHH Takke JOJIDKHBI COOJIIOATh
COOTBETCTBYIOIIEE 3aKOHOAATENBCTBO M NPUHMMATh MEpbl MO 3allUTe IpaB IOJb30BaTENCH U
obecrieuennto 6e3omacHoro u 3pPekTUBHOro UCcoab30BaHus [0T-TeXHOTOTHIA.

Kpome Toro, BakHO, 4YTOOBI POCCHIICKHME 3aKOHOJATENIM U IPaBOOXPAHUTENIbHBIE OpraHbl
MIPOJIOJIKAIIM CIIEIUTH 3a pazButueM loT u BHOCHIM HEOOXOJUMbIe U3MEHEHUS! B 3aKOHOJIaTEIbCTBO
JUIS 3allMThl MHTEPECOB TOJb30BaTesed u  obecriedeHus Oe3omacHOro U 3(PGEKTUBHOTO
ucnosb3zoBanus [oT B Poccun.

Takum oOpa3oM, TpaBOBbIC HIOAHCHI Ucoyb30oBaHus [0T B Poccuu sBistoTCS BaxKHOM TEMOM ISt
oO0CyXIeHus:T U TpeOyIT BHHMMATEeNbHOro paccMoTpenusi. Omepatopsl loT-ycTpoHCTB TOMKHBI
VYUTHIBATh 3TH HIOAHCHI M TIPUHUMATh MEpPHI 10 3allUTe TPaB IOJB30BATENCH M OOCCICUCHUIO
6e3omacHoro 1 3(hPeKTUBHOTO UCIONIb30BaHus [0 T-TeXHOIOTHIA.
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Abstract

The Internet of Things (10T) is a technology that allows devices to interact with each other and
with the Internet by exchanging data and information. This technology is becoming more and more
widespread in Russia and around the world, providing significant advantages in various sectors of
the economy. However, the use of 10T also raises a number of legal issues and problems that need
to be considered in the context of Russian legislation. In this article we will look at the main legal
nuances of using lIoT in Russia. One of the main problems associated with the use of 10T is the
collection and storage of private user data. According to Article 24 of the Federal Law "On Personal
Data", the collection, storage, use and dissemination of personal data is allowed only with the
consent of the subject of personal data, unless otherwise provided by law. Thus, operators of 10T
devices must obtain users' consent to the collection and use of their personal data. In addition,
according to the Federal Law "On Personal Data Protection™, operators of 10T devices must take the
necessary measures to protect personal data from unauthorized access and leaks. They are also
required to notify personal data subjects of any data leak within 72 hours.
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