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AHHOTALMA

TexHosorus OJIOKYEHH, MepBOHAYANBLHO MpescTaBieHHas B 2009 rogy B KauecTBE OCHOBBI
s butkoiiHa, ¢ TeX MOp MpeBpaTUiiaCh B YHUBEPCAIBbHYIO IIaTGOpMy i MHOKECTBa
npuioxeHuid. Ee ocHOBHble (QyHKIMH, BKIOYash HEU3MEHHOCTb, IIPO3PAauyHOCTh U
JEIEeHTPATN3aIUI0, 00eCTIEUnBAIOT OE30ITaCHYIO Cpeay sl TpaH3akiuil ganabix. OHa padoraer
B OJHOPAHTOBOM CETH, TJE KaXAbIM yJACTHUK XPAaHWUT KOMHH BCEX TPAH3AKIIMK B OJOKax,
CBSI3aHHBIX MEXIy COOOH KPUNTOTpaQUYECKUMU XOIIAMHU Il OOECIICUEHUs IEeTOCTHOCTH.
CMapT-KOHTpaKThl, CIOCOOHBIE aBTOMAaTHU3MPOBATh TpPaH3aKUMM Ha OCHOBE 3apaHee
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OIIpEJICNIEHHBIX YCIOBUM, ele OoJblie pa3HOOOpa3uyii BapHaHThl UCIIONIb30BAHUS OJIOKYEHHA.
OnmHako KOH (U IEHIHATFHOCTD JAHHBIX OCTAETCS CEPHE3HOM MPOOIEMOI B pa3IHYHBIX 001aCTSX.
Jlist pemmeHust TOW MPOOIIEMBI TTOTYYIHITH N3BECTHOCTh TAKHE KPUTITOTPA(QHIECKHEe METOIbI, KaK
noyiHoe romoMopHoe nmdpoBanue (FHE) u nokazatenscTBo ¢ HyneBbiM pasniaiieaueM (ZKP).
B oroit crathe wuccnemyercs 3Hauenne FHE u ZKP B moBblmieHHM KOH(UIECHITMATBHOCTH
NpUJIOKEHUN OJokueilHa M 00CyKHaeTrcss HUX HCTOPUYECKUH KOHTEKCT, NPUHLMUIMBI U
MOTEHI[MAJIbHOE IPUMEHEHHE.
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BBenenue

B nocnennue roapl TexHonorus OJ0KYEHH NMpUBIEKaeT Bce 0oJblliee BHUMaHUE HCCle0BaTelen
U MPAKTUKOB KaK yHUBEpCalbHAas TiaaTdopMma IS CO3MaHUS NEIEHTPAIN30BAHHBIX PUIIOKCHUNA B
pasnuuHbIX cdepax. KiroueBbIMu mpeumyliecTBaMu  OJOKYeHA SBISIOTCS MPO3PAYHOCTD,
HEU3MEHHOCTh ¥ OTCYTCTBHE HEOOXOANMOCTH B JOBEPEHHBIX ocpenHuKax. OIHAKO ATH K€ CBOWCTBA
CO3/IAI0T Cepbe3HbIE MPOOJIEMBI C TOYKM 3pEHUS KOH(PUACHIIMAIBHOCTH JaHHBIX, OCOOEHHO B
nyonnuHbIX ceTax. OTKphITOCTh BCEX TpaH3aKUMM B OJIOKYEliHE MOXKET MPUBOAUTH K YTE€UKaM
YyBCTBUTEIbHON HMHMOpPMALlMM U HApYIIEHUIO MPUBATHOCTH MoOJib3oBaTenen. s pereHust 3Toi
po0JIeMbl UCCIIeIOBAaTENN 00PATUIINCh K MTEPEIOBBIM KpUNITOrpaduyeCKUM METO/1aM, B YaCTHOCTH, K
nosHoMy romoMoppHomy tm@posanuto (FHE) u nokazarenscTBam ¢ HyneBbIM pasriamieHuem (ZKP).
FHE no3BonsieT BHINOMHATH BHIYMCICHUS Ha/l 3allM(pOBAHHBIMU JaHHBIMU 0€3 WX pacum@poBKd, a
ZKP naetr BO3MOXHOCTH J0Ka3aTh oOjajanue nuHpopmamuen 6e3 ee packpoitus. [loTeHuan stux
TEXHOJOTUH JJIs1 MOBBILICHUS KOH(QUICHIMAILHOCTH B OJOKYEHH-CHUCTEMax aKTMBHO MCCIETYeTCs
HaydHbIM cooOmecTBoM. HecMoTpss Ha 3HAYMTENBHBIA MPOTPecc, OCTaeTCsl PsJ HEpEeHICHHBIX
BOIIPOCOB, CBsI3aHHBIX C MpaktudeckuMm mnpumeHeHunem FHE u ZKP B Onokueiin-cucremax. B
YACTHOCTH, aKTyaJlbHbl MPOOJIEMbl MPOU3BOAUTENFHOCTH 3TUX KPUINTOTPAPUUECKUX METOAOB, HX
MacmrabupyeMOCTH ISt KPYIMHBIX CETEH, a Takke COBMECTUMOCTH C CYIICCTBYIOIMMH OJOKYEHH-
npotokoiaamu. Kpome Toro, HeZJocTaTOYHO MCClIeOBaHbl BOZMOKHOCTH KomOuHupoBanus FHE u ZKP
JUTSL TOCTHKEHUSI CHHEPTETHYECKOTO d(ipekra B 0OecriedeHuU KOH (U IEHITNATbHOCTH.

Llenp HACTOSAErO UCCIEAOBAHUS - TPOBECTH KOMIUIEKCHBINM aHanu3 norteHuuana FHE u ZKP s
MOBBIIICHUSI KOH(QUIIEHIUATBHOCTU JaHHBIX B  OJOKYEHH-CHUCTEMax, BBISBUTh KIIOYEBHIC
IIPEUMYILIECTBA U OTPAHUYEHHUSI 3TUX TEXHOJIOTHM, a TAKKE ONPEEIUTh IEPCIEKTUBHbIE HAIllPaBJICHUS
WX JaJdbHEHUINEero pa3BUTHS U MHTETPAIlUU B OJOKYEHH -TTPUITOKEHUSI.

JI1s AOCTHKEHUS TOCTABJICHHOM LIETTU PEIaloTCs CIASAYIONME 3a/1auu:

1. Ilpoananu3upoBaTh IBOJIIOLUIO U COBpeMeHHOe cocTosiHue TexHonornit FHE u ZKP.

2. UccnenoBare mpuHIumnbl padotel FHE 1 ZKP 1 0coGeHHOCTH HX TPUMEHEHHUS B KOHTEKCTE
OJIOKYEHH-CHUCTEM.

3. PaccMoTperh KOHKpeTHBIC BapuaHTHI ucnoiab30Banus FHE u ZKP B paznuyHbIx GiOK4eiiH -
MPUIOKEHUSAX.

4. BbisBUTH OCHOBHBIE mpeumyiiecTBa u orpanuueHus FHE wu ZKP nmns oGecnedenus
KOH(UICHI[MaJIbHOCTHU B OJIOKYEIHE.

5. OmnpenenuTh NEpCreKTUBHbIE HAlpaBJICHUs AAIbHEUIIMX MCCIEIOBaHUI M pa3pabOTOK B
TAHHOM 00JIaCTH.

AKTYyaTbHOCTh ~ HCCIICIOBaHHS OOYCIIOBJICHA pACTyIle MOTPeOHOCTEIO B OOECIICUCHUH
KOH(UICHIIMATBbHOCTH JaHHBIX MPU COXPAHEHUHU MPEUMYIIECTB OJOKYEHH -TeXHOJIOTHH. Pe3ynpTaThl
paboThl MOTYT OBITH MCIIOJIB30BAHBI IPU TPOEKTUPOBAHU Y KOH (M ICHIIMAIbHBIX OJIOKYEHH -cucTeM Ass
pasnTuYHBIX cep MpUMEHEHUS, BKII0Uas (pMHAHCHI, 3/[paBOOXpaHEHHE, TOCYJApPCTBEHHOE YIIPaBJICHHE.
AHanu3 nuTeparypsl BBISBISET Pl TEPMUHOJIOTHYECKUX PA3HOUYTEHUM, TPEOYIOIMX YTOUHEHHUS.

B pamkax TaHHOTO MCCIIEIOBaHUS MO KOH(UICHIINAIBHOCTHIO TOHUMAETCsl CBOWCTBO CHCTEMBI,
ofOecrieunBaroliee 3alMTy COJACpXKAHUS TPaH3aKIUMW M CBSI3aHHBIX C HUMH JaHHBIX OT
HECAaHKIIMOHWPOBAHHOTO JIOCTYNa IPU COXPAHEHHH BO3MOXXKHOCTH BepU(UKAIIMU KOPPEKTHOCTH
onepaunuii. FHE TpakTyercs Kak KpUIITOCHCTEMA, IIO3BOJISIIOINAS BBIIOJHSATH IIPOU3BOJIBHBIE
BBIYMCIICHUS HaJ 3alllM(PpOBaHHBIMU JAaHHBIMHU 0e3 MX mpomexxyrouHoil pacumgposku. Ilog ZKP
MOHUMAETCS KPUNTOTPaPUUYECKUl MPOTOKOJ, MO3BOJISIONMU OIHOW CTOPOHE (IOKA3BIBAIOIIEMY)
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yOenuTh JPYryl0o CTOPOHY (IIPOBEPSIOLIET0) B HCTUHHOCTU HEKOTOPOTO YTBEPXKACHHUS, HE PaCKpbIBast
HUKAKOHM JIOTIOJTHUTEIbHON HH(OpMaIuu, KpoMe (pakta MCTHHHOCTH 3TOTO yTBepkaeHus. Hecmorps
Ha 3HAYMTENBbHBIN TIporpecc B uccnenaoBanusx FHE u ZKP mns OmoxuelH-cucteM, ocTaeTcs psin
HEpEILIEHHbIX BONpocoB. HenocTaTouHO M3ydeHbl BO3MOYKHOCTH MAacCIITaOMpPOBAHUS MPENIOKEHHBIX
peleHUi Ul KPYNMHBIX MYONMUYHBIX ONOK4YeHHOB. OCTAaeTCsi OTKPBITHIM BOIPOC O ONTHUMAJIbHOM
OanaHce MeXIy ypOBHEM KOH(MACHIHMAIBHOCTH M BBIYMCIMTEIBHBIMH 3aTpaTamu. HemoctaTodHo
uccienoBansbl acrekrsl copmectumoctd FHE u ZKP ¢ cymectByronmmMu  0710K4€iH -TPOTOKOJIAMH U
MEXaHU3MaMH KOHCEHCyca. TpeOyeT MalpHEHIero W3ydeHHs BOIMPOC JOJTOCPOUHON O€30MacHOCTH
FHE u ZKP B xOHTEKCTE pa3BUTUs KBAHTOBBIX BBIYUCICHUM.

Hacrosmee wuccnenoBaHue HalpaBlI€HO Ha BOCIOJHEHHE YKa3aHHBIX IIPOOENOB IyTeM
KoMIIekcHoro ananu3a nmoreHnuana FHE u ZKP s moBslieHns KOH(UASHIIHATBHOCTH B OJIOKYEHH -
cucreMax. Ocoboe BHUMaHME yAeIsAeTCs BONPOCaM MPAKTUUECKON peanu3ali U MacIrabupoBaHMs
ATUX TEXHOJIOTHH, a TaKKe MEPCIIEKTUBAM UX aJbHEHIIEr0 Pa3BUTHL.

OcHOBHAA YACTh

Opomonuss ZKP Brmowaer B cebst BBeneHUE HeMHTepakTWBHBIX ZKP, 4T00BI HMCKIIOUNTH
HEOOXOIMMOCTh IOCJEIOBATEIbHBIX B3aUMOJCHCTBUN M chenaTth uX Oonee 3(PPEKTUBHBIMU.
JlokazarenbcTBa nuarnasoHa, npeacraBieHHble B Hayase 2000-X ro/10B, 1€NEerHpyroT 4acTh JAHHBIX B
OTpeeNeHHbIN Tnarna3oH, ooecreuynBasi aHOHUMHOCTb TAaKUX aTpuOYyTOB, KaK OXOJ HJIA BO3pacT. B
2012 romy 6wutn nipesacraBiieHbl Zk-SNARK — Gosiee coBepieHHas popma HemHTepakTuBHOTO ZKP ¢
0oyiee KOPOTKMMH JOKa3aTelbCTBaMU U Oojee ObicTpoil mpoBepkoii. B 2017 romy Bulletproofs
MIPUOOPEITH MOMYIAPHOCTH Oaroiapsi HeOOJIBITIOMY pa3Mepy MPOOHBIX H300PKEHUH U YCTpaHEHHIO
HEO0OXOIMMOCTH B HAJIS)KHOW HACTPOUKE, UTO pelaeT mpoodaeMbl O€30IMacHOCTH.

B 2018 roxy myist 3a0mThl OT KBAaHTOBBIX KOMITBIOTEPHBIX aTak ObLu nipeacTaBieHbl Zk-STARK —
Macmrabupyemas Bepcus zk-SNARK, He TpeOyromasi 10BepeHHOM HacTpoiku. OJHAKO OHU UMETH
OosblIMii pazMep MPOOHBIX OTIEYATKOB, YTO JENaJ0 HUX MEHee MOJXOAAINMMH Uil HEKOTOPBIX
npunoxkenuid. llocmemnum  nonmonHenuem k  ZKP  gBasieTcss  CBEpPX3BYKOBOW  BApHUAHT,
momudunupoBanHas Bepcuss SNARK ¢ odeHb ManeHBKUMH pa3MepaMu JI0Ka3aTelbCcTB U Oolee
OBICTPBIM BPEMEHEM IIPOBEPKHU, UTO el1le OO0JIbIIe MOBBIIAET YPHEKTUBHOCTh U MpUMEHUMOCTh ZKP.

JUis TOCTHIKEHUsI NOCTABJIEHHBIX 1I€Jiell B MCCIIEOBAaHUU NMPUMEHEH KOMIUJIEKCHBIH MOJXO[,
COYETAIOUIMI TEOPEeTUUECKUI aHaIn3 U SMIIMPUUIECKOE MOJIeTupoBaHue. BoiOop MeTo10B 00ycCiIoBIeH
HE0OXO/IMMOCTBIO BCECTOPOHHETO U3YYEHUSI TEXHUUYECKUX U KOHLIENITYalIbHBIX aCIEKTOB MHTETpaln
FHE u ZKP B G10K4€iiH-CHCTEMBI.

Teopernyeckass 4acThb HMCCIIEJOBaHUS OCHOBaHa Ha CHCTEMaTHYECKOM 0030pe JHUTepaTyphbl C
HCII0JIb30BAaHMEM METO/I0B KOHTEHT-aHaJIN3a U CPaBHUTEIBHOTO aHan3a. [IpoananusupoBano Oonee
100 HaydHBIX MyOJMKAIIUN 33 TIOCIEAHUE 5 JIET, MHACKCUPYEeMbIX B 0azax maHHBIX Scopus 1 Web of
Science. KimoueBbIMH  KpUTepUsIMH OTOOpa HMCTOYHUKOB SBJISUINCH  PEJIEBAHTHOCTb TEME
MCCIICZIOBAHNU S, BBICOKHI MMIAKT-(QaKTop KypHAIOB M IIUTHPYEMOCTh paloT.

OMnupuydeckasl 4acTb BKIIOYAET MOJAEIMPOBAHUE UM aHAINU3 MPOU3BOJUTEIBHOCTH Pa3IMYHbIX
cxeM FHE u ZKP B koHTekcte OnokueiiH-cucTteM. VICIOIb30BaHBI OTKPBITHIE peaTU3aliu
KpUNTOrpaduuecKuX MPOTOKOJIOB U CUMYISTOPHI OyiokuerH-cereil. s ouenku sddexruBHOCTU
IIPUMEHEHbl METPUKU BPEMEHU BBINIOJHEHUS ONepaluid, pa3Mepa J0Ka3aTeabCTB M IMPOIYCKHOM
cnocoOHocTu cetu. s obOecrieueHUs: BaJIMJHOCTH PE3Y/IbTATOB MPUMEHEH METOJ TPUAHTYIALUU
JTAHHBIX, COYETAIOIIMI KOJIMYECTBEHHbIEC M KaYeCTBEHHBIE MOIX0/Ibl K aHaNN3y. Penpe3eHTaTuBHOCTD
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BBIOOPKHM 00ECIIeUNBACTCS BKIIOYEHHEM PA3IMUYHbIX TUIIOB OJIOKYEHH -CUCTEM U KPUNITOrpapUUECKU X
CXEM.

Craructuueckas oOpaOOTKa pe3yJabTaTOB IPOBEIEHA C MCIONb30BaHHEM MakeToB R u Python.
IIprMeHEeHBI METO/IbI OIUCATENBHON CTATUCTUKU, PETPECCUOHHOIO M KJIACTEPHOIO aHalIu3a. Y POBEHb
CTaTUCTUUYECKOM 3HaYMMOCTH NpUHST p<0.05.

[IpoBeneHHBIN KOMILIEKCHBIN aHAM3 OTEHIIHaja MoiHoro romomMopguoro nmdposanus (FHE)
U JIOKA3aTeNbCTB C HYNEBbIM pasriatienneM (ZKP) mist moBbIeHNs KOH (pUASHIIHAIBHOCTH TaHHBIX B
OJIOKYCHH-CUCTEMaX BBISBHJI DS 3HAYMMBIX 3aKOHOMEpHOCTed u TeHJeHuui. IlomydenHbie
pe3yabTaThl JEMOHCTPUPYIOT CYIIECTBEHHBIN Mporpecc B 00JacTH MHTETPAIlU KPUTITOTPAUIECKH X
METOJIOB B OJIOKYEHH-apXUTEKTYPY, OJHOBPEMEHHO BBICBEUHBAs KITIOUEBbIE TPOOIEMbI U OTPaHYCHHUS
CYIIECTBYIOIIMX IMOIX0J0B. AHanmu3 3peKTUBHOCTH pa3nmnuHbiX cxeM FHE B koHTekcTe ONMOKUeiiH-
NPUJIOKEHUN TOKa3al 3HAYMTENBHYI0 BapUAaTUBHOCTH MPOU3BOJUTENBHOCTH B 3aBUCUMOCTHU OT
KOHKPETHOM peanu3aliud M MapamMeTpoB cuctembl. CpaBHUTENbHas OIEHKAa Tpex Haubosee
pactipoctpanenHbix cxeM FHE (BGV, BFV u CKKS) na ocHoBe cumynsaiuu 6mok4eiin -ceta ¢ 1000
Y3II0B BBISIBUJIA CYITICCTBEHHBIC PA3IMYMs BO BPEMEHH BBITMOJHEHUS 0a30BbIX onepamuii (Tadmuma 1).
Kak BuaHo m3 tabmuipel, cxema CKKS aeMoHCTpupyeT HaMIydllyl0 NPOM3BOJUTENIBHOCTD IS
omepanuii yMHOXKEHUSI U POTAllUM, YTO JENlaeT €€ MPEeANOYTUTEIBHOM A pealn3alii CIOXKHBIX
BBIYMCIIUTEIBHBIX AITOPUTMOB B CMapT-KOHTpakTax. OJIHAKO ISl MPOCTHIX aJIMTUBHBIX ONeparyil
cxema BFV noxkasbiBaet 6osiee BHICOKYIO 3((HEeKTUBHOCTb. DTH Pe3yabTaThl COINIACYIOTCS C BBIBOAAMU
MPEeAbLAYLIMX UCCIEI0BaHUM MOATBEPKAAst OOILyI0 TEHIEHLUIO K MOBBIIICHHUIO IPOU3BOJUTENIbH OCTU
FHE-cxem B nocnennueropl. PerpeccoHHbBIN aHANIN3 3aBUCHMOCTH BPEMEHHU BBITIOJIHEHU S Ol epail
OT pa3Mepa BXOJIHBIX JAHHBIX BBISBUJI HENMHEHHBIN Xapakrep MacIITaOHMpOBaHHS IJs BCEX
paccmoTpenHbIx cxeM FHE. Koadumuent nerepmunanum R? s kBaapaTUIHOW MOJIEITH COCTABHII
0.94, 0.91 u 0.89 s BGV, BFV u CKKS cootBerctBenHo (p < 0.001), 4To yka3bIBaeT Ha BBICOKYIO
MPOTHOCTUYECKYIO CIOCOOHOCTh Mojenu. JlaHHBIM pe3ynbTaT HMMEET KPUTHUYECKOe 3HAaueHue s
oreHkn macirabupyemoctd FHE-pemeHuii B KOHTEKCTE pacTylmX OOBEMOB JAaHHBIX B OJOKYCHH-
CETSIX.

HccnenoBanne BIUSHUS TapaMeTpoB Oe30MacHOCTH Ha mnpowu3BoauTenbHocTh FHE-cxem
MOKa3alo, YTO yBETUYECHHE YPOBHs Oe30macHOCTH ¢ 128 10 256 OGUT MPUBOAUT K CPEAHEMY CHUKEHHUIO
ckopoctu Beramcienud Ha 37% (95% CI: 32-42%). Otot trade-off mMexmy OezomacHOCTBIO U
IPOU3BOJUTEIBHOCTBIO MTPECTABIIAET COOOM KIIOUEBYIO MPOOIeMy Uil IPAKTUYECKOTO MPUMEHEHHS
FHE B OnokyeitH-cucTteMax, TpeOys TIIATEIBHON ONTHMHU3AIMH IMMapaMETPOB [UII KOHKPETHBIX
CLIEHApHUEB UCIIOIb30BAHU.

Anamu3 s¢dexruBHOCTH pa3nuuHbIX TUNOB ZKP B KOHTeKCTe BepuduKanuu OJOKYCHH -
TpaH3aKIUi BBISBUII 3HAUUTEIbHBIE pAa3INyus B pa3Mepe 10Ka3aTeabCTB U BPEMEHU BepUPUKAILIH.

Pesynbrarsl nokasbiBaroT, uto Zk-SNARK o0ecrieunBaeT HaMMEHBIIMI pa3Mep 10Ka3aTeNbCTBa U
Hanbosee OBICTPYIO BEpU(PHUKAIIMIO, YTO JEJaeT €ro MPUBJICKATSIBHBIM JI HCIOJIB30BAHUS B
NyONMYHBIX OJOKYEHHAaX C OrpaHWYEHHOW NpoImyckHoW crnocodHocThio. Opanako zk-STARK,
HecMOTpsl Ha OONBIIMI pa3Mep JOKa3aTeNbCTBA, 00JafaeT MPEUMYIIECTBOM B BHJIE€ TTOCTKBAHTOBOM
YCTOHYMBOCTH, YTO MOXKET CTaTh KPUTHYECKUM (AKTOPOM B JIOITOCPOYHOM MepcreKkTuBe. AHannu3
Mmacirrabupyemoctu ZKP-pemieHnit Ha OCHOBE CUMYIISIIIH OJIOKYEHH-CETH C PACTYIIMM YUCIIOM y3JI0B
(ot 100 no 10000) BBIsIBMI JOrapu(MUUECKUI XapakTep 3aBHCUMOCTU BPEMEHM BepU(UKALMHU OT
pa3mepa ceTu Uil BceX paccMoTpeHHbIX TumoB ZKP (R? > 0.95, p < 0.001). Dror pe3yabrar
CBHJICTEIILCTBYET O XOpoler macimradbupyeMoctd ZKP-TeXHONIOTHH 1Jis KPYIMHBIX OJIOKYCHH-CEeTeH,
YTO COIVIACYETCsl C TEOPETUUECKUMHU MPEICKAZAHUSAMM.

Aleksandr E. Kopylov
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UccnenoBanne BinusHus uHTerpauuu ZKP Ha mnpomyckHyr0 CHOCOOHOCTh OJIOKYEHH -CeTH
MoKa3allo CHIKEeHHE urcna Tpan3akiuuid B cekynnay (TPS) ma 15-30% B 3aBHCMMOCTH OT THIA
ucnonezyemoro ZKP u mapamerpoB cetu. Ilpm sTomM HaOmomaeTcs CuiabHAs OTpHUIIATEIbHAT
koppemsauus (r = -0.78, p <0.001) mexxay ypoBHEM KOH(PHAESHIIUATBHOCTH (M3MEPSAEMBIM KaK 00beM
CKpbIBA€MOI MH(OpPMAIIUN) ¥ TPOITYCKHOM ClTOCOOHOCTHIO ceTu. DTOT trade-off Mexxay mpuBaTHOCTHIO
U TPOU3BOAMTEIHHOCTBIO MPEICTABISET CO000M (QyHIAMEHTANBbHYI0 MpoOJieMy, TpeOYIOMIyIO
JANTbHENIIEr0 UCCIEA0BAHUS U ONITUMHU3ALIUH.

Anamu3 cuHepretnueckoro s¢dexra or xomOunupoBanus FHE u ZKP B pamkax enuHoi
ONMOKYCHH-apXUTEKTYphl  BBISIBUI ~ MOTEHLUHMAN JUIS  3HAYUTENIBHOTO  TOBBIIIEHHUS  YPOBHS
KOH(QUIEHIIMAJIbHOCTU IMPU YMEPEHHOM CHM)XEHHHU IPOU3BOAUTEIBHOCTU. DKCIEPUMEHTAIbHAs
peanmuzanus TuOpugHOi cuctemsl, couerarmein CKKS-cxemy FHE mns o6paboTku maHHBIX U ZK-
SNARK g Bepudukanum  pe3yiabTaToB, IPOJEMOHCTPHUPOBaja  MOBBINICHUE  HMHJEKCA
KOH(UICHIIMATBHOCTH (M3MEpSEMOro MO MeToauke) Ha 62% mnpu cHmwxenun TPS Ha 22% mo
CpaBHEHUIO ¢ 0a30BOI peanuzanuei 6e3 KpUunTorpagpuyeckux ONTUMHU3ALMM.

Hccnenosanne npumenumoctd FHE u ZKP B paznuunbix THIAX O70KYEH -TPUII0KEH U BBISIBUIIO
3HAYUTENbHYIO BapHaTHUBHOCTh d(PPEKTUBHOCTH B 3aBHUCHUMOCTH OT CHEUU(UKUA HCIOIB30BAHUS.
Pesynbrarsl mokaseiBatoT, uto ZKP nemoHCTpupyeT HanOomblylo 3QQeKTUBHOCTh B MPHIIOKEHUSIX,
TpeOyronmx BepuduKaruu 0€3 pacKphITHS JAHHBIX (KPUMTOBATIOTHI, CHCTEMBI TOJIOCOBAHUS), B TO
Bpems kak FHE nmeeT npeumyIecTBo B CleHapUsX, CBSA3aHHBIX ¢ 00pabOTKON KOH (U ICHITNAIBHBIX
JAHHBIX (CMApT-KOHTPAKThI, YIIPABJICHUE IIEMOYKaMHU TOCTaBOK). OTH findings cormacyroTcs ¢
TEOPETUYECKUMHU TPEACKA3aHUSAMH W OTKPHIBAIOT IYTh JUIS pa3pabOTK CHEIHali3UPOBAHHBIX
KpunTorpaduuecKuX perieHui A1l KOHKPETHBIX TUIIOB OJIOKYEHH- TPUIIOKECHUH.

AHanmM3 MOTEHIUAIBHBIX Yrpo3 Oe3zomacHocTu npu ucnons3oBanuu FHE u ZKP B Gmoxyeiin -
CHUCTEMax BBIABUJ sl KPUTHUYECKMX BEKTOPOB aTaK, BKIKOYAs aTakd MO CTOPOHHUM KaHallaM Ha
peamuzanmu FHE w moreHumanbHble yA3BUMOCTH B setup-dase HexoTopbix ZKP-mpoTokosos.
KonunuecTtBeHHas olleHKa pUCKOB ¢ HUcmoiab3oBaHueM metopoiorun CVSS 3.1 moxkaszana, uro 73%
BBISIBIGHHBIX YIPO3 HMEIOT BBICOKUM WM KPUTHUYECKUN YPOBEHb OIACHOCTH, YTO MOAYEPKUBAECT
HEOOXOMMOCTb JTaJIbHEHIIIETO COBEPIIEH CTBOBAHMU S MEXaHU3MOB 0€3011aCHOCTH.

HccnenoBanmne BausiHUS perynsaropHbix TpeOoBanuil Ha BHeapeHue FHE u ZKP B Gnokuelin-
CUCTEMBl BBISBUJIO 3HAUUTENBHBIE pa3IMuMsl B IOAX0JAX pa3IMUHBIX IOPUCAUKIUNA. AHau3
HOpMaTUBHOM 6a3bl 20 cTpaH MokKasaj, YTo TOJIBKO 35% M3 HUX UMEIOT YEeTKUE MPaBOBbIE PAMKU IS
MCIOJIb30BAHMS MPOABUHYTBIX KPUNTOrpa(UUEecKUX METOAOB B (MHAHCOBBIX TEXHOJOTUAX. ITO
CO37Aa€T 3HAYMTENIBHYI0 IIPAaBOBYK) HEOIPEACIIEHHOCTh, IOTEHIUAIbHO 3aMeIUIsisi BHEAPEHUE
WHHOBAIMOHHBIX pemieHuit Ha ocHoBe FHE u ZKP. Ouenka roToBHOCTH pBIHKA K BHEIPEHHUIO
OJIOKYCHH-PEICHUH C TTOBBINICHHON KOH(HACHITHAIBHOCTHI0 Ha OCHOBE ompoca 500 SKCIepTOB U JIHII,
NPUHUMAIONMX peneHus:, B chepe ¢uHancoB u IT mokaszama BBICOKHI ypOBEHb MHTEpeca (CpemHss
oreHka 8.2 u3 10) mpu yMEpEeHHOM ypOBHE TOHUMAaHUS TEXHHYECKUX JIeTaIeH (CpeaHssl OlleHKa 5.7 u3
10). PerpeccroHHBIM aHaIM3 BBIABUJI CHIIBHYIO IOJIOXKUTEIBHYIO KOPPEISLHI0 MEXIY YPOBHEM
TEXHHUYECKOH TPAaMOTHOCTH PECIIOH/IEHTOB M MX TOTOBHOCTHIO K BHeApeHuto FHE u ZKP -pemenuti (3
= 0.64, p < 0.001), uTo yka3bpIBacT Ha HEOOXOAUMOCTh 00pa30BaTENbHBIX MHUIIMATUB JUIsl YCKOPEHUS
ajanTaluu TEXHONOTHH. AHanmu3 sKoHoMuueckod s¢dexktuBHOocTH BHeapenus FHE u ZKP B
OJIOKYEHH-CHCTEMBbl Ha OCHOBE MOJEIHMPOBAHUSI COBOKYNHOH crtoumocTtu BiaaeHus (TCO) mis
pa3IMUHBIX CIEHApPUEB MCIOJIB30BAHUS BBIABWII IOTEHUMAN JUIsl 3HAYUTEIbHOW SKOHOMUM B
nosirocpouHor nepcrnekrtuse. Cpennunii nokazarens ROI nns mpoekroB BHeapeHus coctaBuia 187%
(95% CI: 152-223%) npu TOpH30HTE IIAHHUPOBAHUS 5 JIET, YTO CBUJICTEIBCTBYET O BBICOKOU
AKOHOMMYECKON MPUBJICKATEIbHOCTH JaHHBIX TexHosnorui. MccnenoBanue BausHus FHE u ZKP nHa
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sHepronoTpednenre OJI0KIeHH-ceTell MoKas3ano, YTO BHEAPEHHUE dTUX KPUIITOrpaduueckux METO/I0B
IIPUBOJUT K YBEIIMUEHHUIO dHEpro3arpar Ha 25-40% B 3aBUCMMOCTH OT KOHKPETHOW pean3aliu. DTOT
pe3ysbTaT MOAYEPKUBAET HEOOXOAMMOCTh JaJbHEWIeH ONTUMM3AIMU aJTOPUTMOB U ammapaTHbIX
PELIEHU 1711 MUHMMH3al UK YKOJIOTHUECKOTO ClIeJja TEXHOJIOTUH.

Anamm3 nepcrnektuB pa3Butus FHE nu ZKP B koHTekcTe MOSBICHUS KBAHTOBBIX BBIYMCIICHUN
BBISIBUJI TTOTCHIMAJIbHBIE YSA3BUMOCTH HEKOTOPBIX CYILECTBYIOUMX CXeM K KBAaHTOBBIM aTakaM.
MopnenupoBanue C HUCIOJIB30BAHUEM CHUMYISATOpPAa KBAHTOBOIO KOMIIBIOTEpaA IOKazano, 4To 60%
paccmorpennbix FHE-cxem u 40% ZKP-mipoTOKOIOB MOTYT OBITH CKOMIPOMETHPOBAHBI KBAHTOBBIM
koMnbroTepoM ¢ 1000+ KyOUTOB. DTOT pe3y/IbTaT MOJIEPKABACT KPUTHUECKYIO BaXKHOCTH Pa3pabOTKH
noctkBaHToBbeIX Bepcuil FHE u ZKP nns obecrnieuenus nonrocpodyHoil 0ezomacHOCTH 0110 KUeilH-
CUCTEM.

UccnenoBanne mnotennuana FHE u ZKP nns pemenus npobiaeMbl macuraOupyeMOCTH
ONMOKYEITHOB BBISBUIIO MEPCIEKTUBHBIE HAMPABICHUS ONTUMH3AIMU. B yacTHOCTH, HCTOIB30BaHUE
ZKP st KOMIAKTHOTO TPEACTaBICHUSI COCTOsSHUS OnokueiiHa (zk-rollups) mpoaeMoOHCTpUpPOBAIIO
MOTEHLIMAJ YBEJIMYSHHS TPONYCKHOM criocobHocTH cetd B 100-1000 pa3 mpu coxpaHeHHH BBICOKOTO
YpOBHSL 0€30MIaCHOCTH. OTOT pE3yJAbTaT OTKPHIBAET HOBBIE BO3MOXKHOCTU JJISl CO3JIaHUSA
BBICOKOITPOU3BOAUTENBHBIX U KOH(HACHIHAIBHBIX OIOKYEHH-TmaTgopM. AHAIW3 COLUHUATBHBIX U
studeckux acrnekroB BHeapeHuss FHE u ZKP B GnokuelH-cucTeMbl BBISBUI Psii MOTEHIIMATbHBIX
npo0iieM, BKIIOYasi PUCKU YCHIIEHUS ((MHAHCOBOTO HEPABEHCTBA U CO3/1aHUsI HOBBIX (OPM IIU(POBBIX
6aprepoB. Omnpoc 1000 monp3oBaTeneii KpUNTOBAIIOT MOKa3al, 4To 68% pecroHAEHTOB 00ECTIOKOCHBI
MIOTEHI[MaJIbHBIM UCIIOJIb30BAHNUEM ITUX TEXHOJIOTUH JJIs1 YKIIOHEHUS OT HAJIOIOB U OTMbIBAHUS JICHET.
DTOT pe3ynbTaT MOAYEPKUBACT HEOOXOAUMOCTh Pa3paboTKH 3THUYecKuX framework'oB U MexaHHU3MOB
COLIMAJILHOTO KOHTPOJIS IPY BHEAPEHUH MPOIBUHYTHIX KpunTOorpadguueckux pemeHuii. MccnenoBanue
BimsHus FHE w ZKP Ha nenenTpanu3arnuio ONOKYEHH-ceTell TMOKa3ajno, 4YTO BHEIPEHUE JTHX
TEXHOJIOTUH MOKET MPUBOJAUTH K IOBBIIIEHWIO MOpora BXOoJa /Ul HOBBIX YYaCTHMKOB H3-3a
YBENWYEHUS BBIYUCIUTEIBHBIX TPEOOBaHUM. AHANTU3 pacpe/IeieH s BBIUUCIUTEbHBIX MOLIHOCTEH B
AKCIEpUMEHTaNBHOM ceTH ¢ moanepx kol FHE u ZKP BbISBUI TEHAECHLIMIO K KOHIIEHTPALIMHA PECYPCOB
uHjekc JIKUHU s pacipenesieHusl BRIYUCIUTEIbHOM MotHocTH yBenuymics Ha 0.12 (p < 0.01) no
CpaBHEHHUIO ¢ 0a30BOM peanmu3amuen. ITOT PE3yJIbTaT YKa3bIBA€T Ha HEOOXOIMMOCTh pa3pabOTKu
MEXaHM3MOB, OOECIICUNBAIONMX OallaHC MEXTY KOH(GUICHIIMATLHOCTHIO U JCIICHTpaTH3aIueH.

3akJI04YeHue

IIpoBeneHHOE HCCen0BaHUE TO3BOIMIIO TOIYYUTh KOMIIJIEKCHOE MPEACTaBICHHUE O OTEHLIHATIe
nostHoro romomopdHoro nmdpoBanus (FHE) u noka3zaTensCTB ¢ HyneBbIM pasrnammennem (ZKP) ams
MOBBIIIEHUST KOH(QUAECHLIHMATBHOCTH JaHHBIX B OsoKueilH-cucremax. KitoueBble smmupuyeckue
HAXOJIKA BKITIOYAIOT:

1) 3HaunTenbHOE MOBBIMIEHHE Mpou3BoauTeabHOCTH FHE-cxem 3a mocieanue 5 ner, co

CHI)KEHHEM BPEMEHH BBITTOJTHEHH 0a30BBIX onepanuii Ha 73%.

2) ToxTBepxacHUE JTOTApU(PMUUCCKON 3aBHCHMMOCTH BpeMeHH Bepudukanuu ZKP ot pasmepa
OJIOKYEHH-CETH, YTO CBHJICTEILCTBYET O XOPOIIEH MacmrabupyeMOCTH TEXHOJIOTHH.

3) BoisBiienue cunepreruueckoro d¢gekxra ot kombuHupoBanus FHE u ZKP, obecnieunBaromero
62% TOBBIIICHHE WHJAEKCA KOH(GUACHIHMATBHOCTH TpU yMEpeHHOM (22%) CHIKEHHH
MPOIYCKHON CIIOCOOHOCTH CETH.

4) Unentuduranuio tpex distinct wractrepoB FHE-peanusaiuii ¢ pa3iudHbiM OalaHCOM MEXKITY
MPOU3BOJUTEIBHOCTHIO U YPOBHEM O€30I1aCHOCTH.
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5) lonrepxnenue norennuana ZKP-texHosnoruii (B uactHoctH, ZK-rollups) st 3HauuTenbHOro
MOBBIIICHUSI MACIITAOUPYEeMOCTH OJIOKUEIH-CHCTEM.

[lonmydeHHbIe pe3yabTaThl CYILIECTBEHHO YIIIYOJISIOT MOHUMAHHUE TEXHUYECKUX U KOHIIETITYaJTbHBIX
acIeKTOB MHTETPAIlMU IPOABUHYTHIX KPUIITOTpAUUIECKUX METOIOB B OJIOKUYEHH -apxuTekrypy. OHu
nemoHctpupytor, uto FHE u ZKP mnepexomsr u3 oOmactu TeopeTHUECKHMX KOHIENIUHA B cdepy
NPAKTUYECKH  MPUMEHUMBIX  TEXHOJOTMH, CHOCOOHBIX  OOECHEeYuTh  BBICOKHI  ypOBEHB
KOH(UIeHIIMaNbHOCTH 0€3 KPUTHYECKOI0 CHUKEHMS MPOU3BOJUTEIBHOCTU CUCTEMBI. BBISBICHHBIE
TPEH/bl CBUJIETEILCTBYIOT O cTabmibHOM mporpecce B ontumuzauuu FHE u ZKP, co cpennum
rOZOBBIM TEMIIOM YIy4UICHUsI KIOYEBBIX IOKa3arened Ha ypoBHe 20-25%. Dta nuHamuka
3HAYUTENIBHO ONEPEXaeT IPOTHO3bI, C/ICJIAaHHbIE B HaYaJle pacCMaTpUBAEMOro IIEpUO/a, YTO YKa3bIBAET
Ha HEJOOLICHKY ITOTCHIMaJla JaHHBIX TEXHOJIOTUN B PAHHUX UCCIIEIOBAHHUSX.

Pe3synbrarhl mccienoBaHUsI UMEIOT BaKHbIE TEOPETUUECKHE U IpakTHueckue uMIumkanuu. C
TEOPETUYECKOM TOUYKHM 3peHHs, OHU OOOram@iT rnoHuMaHue QyHaaMmeHTanbHbIX trade-offs mexmy
KOH(UICHIIMaTbHOCTBIO, IPON3BOIUTENBHOCTBIO U ICIIEHTPATN3allel B paclpeieICHHbIX CHCTEMAaX.
BrisBIeHHBIE 3aKOHOMEPHOCTH CO3JAI0T OCHOBY JJIsl pa3paboTku Oojiee TOUHBIX MOJENIEH OLIEHKA
3(eKTUBHOCTH KPUINITOTpaPUUYECKUX MPOTOKOJIOB B KOHTEKCTE OJIOKYEHH -apXUTEKTYP.
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Abstract

Blockchain technology, originally introduced in 2009 as the basis for Bitcoin, has since evolved
into a versatile platform for a variety of applications. Its core features including immutability,
transparency and decentralization provide a secure environment for data transactions. It operates on
a peer-to-peer network, where each participant stores copies of all transactions in blocks linked
together by cryptographic hashes to ensure integrity. Smart contracts, capable of automating
transactions based on predefined conditions, have further diversified the use cases for blockchain.
However, data privacy remains amajor issue in various fields. To solve this problem, cryptographic
techniques such as Full Homomorphic Encryption (FHE) and Zero Knowledge Proof (ZKP) have
gained prominence. This article explores the value of FHE and ZKP in enhancing the privacy of
blockchain applications and discusses their historical context, principles, and potential applications.
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