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AHHOTAIUA

Ha ceronnsimauii neHp B pe3ysibTare HMHQPOpMATHU3AIMU W TIIOOAIM3aluy  00IIecTBa
nH(popManus cTaja OJJHUM U3 IeHHEeUIuX pecypcoB. OIHaKo, Kejask IPUOOPECTH Ty WU UHYIO
nH(pOpMaIINIO, TN MOPO MpUOEraloT K HE3aKOHHBIM CIOC00aM, HO U ATO HE €IMHCTBEHHAs
yrpo3a. Hepenko Takke BO3HUKAaeT yTedka MH(DOpPMAIMM U3 CHUCTEMbI, BBHAY TEXHHUYECKHX
Henonanok. [losTomy 3ammTa WHGOPMAIUU SBISETCS OJHUM W3 BAKHEHIIMX MPOIIECCOB B
nHpopManmoHHOM obmiecTBe. Llenpl0 MaHHOW CTAaThH SBISIETCS 3HAKOMCTBO C Pa3IMYHBIMU
MpUYMHAMHU yTeUKU WH(GOPMAIMU U CIOCcOO0aMU WX TMpeaoTBpamieHus. M HecMoTps Ha TO, 4TO
DLP-cuctemspl mperepneny JOCTATOYHO MHOTO YIYYIICHHW IS KA4eCTBEHHOM 3allUThl OT
yTEYKH UHQPOPMAIIUU, JaxKe TIPH UX KOHTPOJIE TaHHBIE MOTYT OTepAThCs. Ho ¢ KaxapIM pazom,
Hapsily C JPYTUMH CrHocoO0amMu  3amuThl WHGOpPMAIMu, 3Ta CHCTEMa pPa3BUBACTCS U
coBepiieHcTByeTcs. OHAKO Jaxke € yKe CYyHIECTBYIOUIMMU BO3MOXKHOCTSIMU TIPEIOTBPALICHUS
yrpo3 MBI CYUTAaEM, 4TO mpobiaema 3amuThl HHopMaIuu OyAeT aKTyalbHOU 0 TeX Mop, MoKa
cyIecTByeT nH(popmMarmoHHoe 001IecTBO. B maHHOM cTaThe pacKphIBAIOTCS TAKWUE MOHATHS, KaK
nHpopManuoHHass 0€30MacCHOCTh U CEeTeBble HH(MOPMAIMOHHBIC TEXHOJOTHH. 37EeCh TaKkKe
TOBOPHUTCS O HauOoJiee MOMYJSPHBIX MPUYMHAX yTEUKH HHPOPMAIMH M PEIICHUSX IO HX
ycrpanenuto. Paccmorpena DLP-cucrema, kak cpeAactBo 3ammThl  MHQOpMAlMu U
MPEAOTBPAIEHUS YTEUEK, B CTaThe MPEACTAaBICHbI OCHOBHBIC KOMITOHCHTHI U TIPUHITUI pabOTHI
cucteMsl DLP.
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KuroueBrble ciioBa
Nudopmannonnas 06e30MacHOCTb, CETEBBIC TEXHOJIOTHH, HHGopMamuoHHble cetu, DLP-
cuctemsl, UT.

BBenenue

Ha ceropnsmnmii n1eHp, B pe3yabTare HHOOpMaTH3AMUK U TI00aTU3aIiy 001ecTBa, HH(popMaIums
cTaja OJHUM W3 IEHHEHmuX pecypcoB. OQHAKO, Keyas MPUOOPECTH Ty WM MHYI0 HH(OpMaImo,
JIFO/TM IOPO TPUOEraroT K He3aKOHHBIM CII0C00aM, HO U 3TO He eIMHCTBeHHAs yrpo3a. Hepenko Taxoke
BO3HHMKAET yTeuka MH(OpMaluU U3 CHCTEMbI, BBHIY TEXHHUYECKHX Hemoiaaok. [lostomy 3ammra
nHGOPMAIINY SBISIETCS OJHUM U3 BKHEHIINX MPOIECCOB B MH(OOPMAITMOHHOM OOIIECTBE.

OcHoOBHAaA 4aCTh

NudpopmannonHasi 6€30MaCHOCTh — 3TO COXPAaHHOCTh MH(pOpMAlUH, a TAKXKe 3alluTa IpaB
YesloBeKa 1 00111eCcTBa B UH(POPMALIMOHHOM NpocTpaHcTBe. CructemMbl HHPOpMaIIMOHHOM 0€3011acHOCTH
JIOJDKHBIL  COZIEP)KaTh KOH(UAECHIMAIBHOCTh, IEJIOCTHOCTh W JOCTYNHOCTh HMH(pOpMaIuu. Yrposa
uHpOpMaIUU MOXKET OBITh CiTydaitHOU (CO0I mporpaMMBbl TN CETH, OTKIIOUEHHE SHEPTUH, HETIONIAKI
B CUCTEME U T.II.) U IpeJHAaMEPEHHOM (IepexBaT UHPOPMAIIH, B3JIOM CUCTEMBI U T.I1.).

HaubGonee ynoOHBI U OBICTPBIM crmoco0 mnepenaud MHGOPMALUKK NPEJOCTaBUIIM CETEBbIE
MH(pOPMaLMOHHbIE TEXHOJIOIUU (KOTOpbIe BIEepBble MosBWINCE B 1960-e¢ BMecTe ¢ O9BM). OT0 Takue
TEXHOJIOTUH, KOTOpble OOBEAMHAIOT B ceOe mpoluecchl coopa, oOpabOTKH, meperaud M XpaHEHUs
nHpopmanuu. OCHOBY CETEBBIX HHPOPMAIIMOHHBIX TEXHOJIOTHI COCTABISIIOT HHPOPMAIIMOHHBIE CETH
[Unpucosa, 2017]. UndopmanoHHbIE CETH — ATO BUJT KOMMYHUKAIIMOHHOW CETH, KOTOPAsI BBITIOJIHSET
BCE MPOLIECCH, CBSI3aHHbIE ¢ MHpOpMalMEH, a TaKXKe MOKET NMPOBOAUTH CETEBbIE BBHIUMCIEHUS [TaM
xe]. HecMoTps Ha BCIO MPAaKTUYHOCTb CETEBBIX TEXHOJIOTMH, NMEHHO OHAa MOXET CTaTh MPUYMHON
yTeuKH UH(QOpMAIK BOBHE. YTeuka HH(OPMALIUU — 3TO yTpaTa HH(GOPMaLUU ITPH AIEKTPOHHOM WIIH
¢bu3nueckom pacnpocTpanenuu [Anuxampxues, 2020].

[TpryrHaMu yTeuku HHPOPMAITUN MOKET OBITh MepexXBaT UM COOM CHCTEMBI BBULY TEXHUYECKOH
Henosaaku. Ko BTOpbIM MOYKHO OTHECTH:

— yenoBeyeckuil  (akTop UMHcaiinepoB: He3HaHHWE PAOOTHUKAMU MpPaBWI  IOJb30BaAHUS
uHpOpMalMell U ee 3alMThl, HCIOJIb30BaHHE HE AaTTECTOBAHHBIX TEXHUYECKHX CPEICTB
3amuThl HHOpMAIH, cIadblii KOHTPOJIb (MM €ro OTCYTCTBHE) 3a COOIOJIEHHUEM IPaBHII
MH(OPMaLMOHHOMN 3alIUTHI U T.1.;

— HempeaBHUIeHHbIE (DAKTOPBI, HE3aBHUCALIME OT OpraHU3alMU: IMOTOAHbIE YCIOBUS, CTUXUHHBIC
OencTBUs, KaTacTpo(bl U HEUCTIPABHOCTH WJIM aBAPUH TEXHUUECKOTO 000PYI0BaHHUS.

XOTb U CI0KHO IPEACTaBUTH METO/IbI OOPHOBI C TOCIETHIUMHU (PAKTOpaMu, HO B CBSI3U € TPOOIEMOI

nepexBara U HeONbITHOCThIO paOOTHUKOB M Mofyuymiia pacnpoctpanenue DLP-cucrema B 2006 roxy.

DLP-cucremsr (Data Leax Provention — oana u3 pacumgpoBOK, 03HAYaOIIast «IpeI0TBPAIICHIE
yTeUeK AAHHBIX») — 3TO MPOrpaMMHbIE YCTPOICTBA, MPEJOTBPALIAIOIINE YTEUKY KOH(PUAECHINATbHON
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uHpopMalUy 3a TMpeAenbl OpraHu3alud Wik HHPOpMaMoHHON cTpykTypbl. DLP otHocuTCs K
IpOrpaMMHO-aIllIapaTHBIM ~ CpeAcTBaM  3ammThl  uHpopMaiuu [O630op DLP-cucrem, wwwl.
OCHOBHBIMU COCTABJISIFOIIMMU TAKUX CUCTEM SIBJISIFOTCS:

— MOJTyJib 0a3bl JAHHBIX

— MOZYJb aHaNIu3a WH(OPMAIIUH.

ba3za nanHbIx HeoOxonuMa aJisl XpaHeHHs] HHPOpPMALMK, HAuWHAsl OT €€ KOHTPOJS U MOAPOOHOM
uHpopManuy 00 WHIMICHTaX W 3aKaHYMBAs IOKyMEHTAMH, TOMABIIUMHU B IOJIC 3PEHUS CHCTEMBI.
Mopnynu aHanu3a OTBEYAIOT 3a aHAIM3 Bcel MH(OpMANUU, MU3BICYCHHON W3 Pa3HBIX MCTOYHUKOB.
Cy11ecTBYIOT U CIELUANbHBIE areHThI, KOTOPHIC CIEIAT 3a JEHCTBUSIMU WHCAIepOB KOHKPETHOM
CUCTEMBI, OCTaBasICh MACCUBHBIM MPU UX pabOTe U aKTHUBHO MPENSATCTBYS UX HECAHKIIMOHUPOBAHHBIM
nercTBusM. Mo TyJib, IPOU3BOISIINNA MOHUTOPUHT (DYHKIIMOHUPOBAHUS U aIMUHUCTpHpoBaHus DLP-
CHUCTEMBbI Ha3bIBAETCSI MOAYJIb YIIPABJICHHUS.

Ha cerogusmHuii [eHb NPOAYKTHl JAHHOW CHCTEMBbI 3alIMIIAIOT HE TOJBKO OT YTEUKH
nH(OpMaIIUY, HO U OT BHEITHUX U BHYTPEHHUX YTPO3, a TaKXKe 00eCreurBaOT KOHTPOJIb HaJ BCEMHU
NEHUCTBUSIMHU Ha pabOuMX CTaHIUAX, BKIIOUas JaKe YIAJICHHYIO padoTy.

DLP-cuctemMbl MOXKHO pa3JeIuTh B COOTBETCTBUU CO CIIOCOOaMU OOHAPYIKEHUS YTEUKH JTAHHBIX:

— Data-in-Use — npu ucmosib30BaHUK Ha paboveM MECTe TMOJIb30BaTels;

— Data-in-Motion — npu nepenade B CETH KOMITaHHUH,

— Data-at-Rest — mpu xpaneHun Ha cepBepax W pabouux cranmusx komnanwmw [I[Iuxos, 2014;

Cucrema uHGOPMAIIMOHHOM O€30MacHOCTH, WWW].

3akJIoueHue

[lenpro TaHHOM CTATHU SIBJISETCS 3HAKOMCTBO C Pa3UYHBIMH MPUUYMHAMH YTEUKU HHPOPMAIIUH 1
croco0amMu ux mpenoTBpamieHus. I necMoTpst Ha To, uro DLP-cuctemsr mperepnenu moctatoyHO
MHOTO YJYYIICHUN Ui KaueCTBEHHOW 3alllUThl OT YT€YKHM WHGOpPMAIUH, Jaxe MPU UX KOHTPOIE
JaHHBIE MOTYT MOTepsAThCSA. Ho ¢ KaxIpM pa3oMm, Hapsay C JPYTUMH croco0aMu  3aluThl
nH(pOopMalnH, 3Ta CUCTEMa Pa3BUBAETCs U coBepieHCTBYeTcsA. OIHAKO JaXke C YK€ CYLIECTBYIOIUMU
BO3MOKHOCTSIMU TPEIOTBPAIICHUS] YTPO3 MBI CUATAEM, YTO MpodsieMa 3aiuThl HHGopMaluu OyaeT
aKTyaJlbHOMH JI0 TeX IMOop, MOKa CyIIEeCTBYeT HH(OpMallMOHHOE 00I1IecTBO. BeposTHOCTH 605 CCTEMBbI
MPUCYTCTBYET BCErja, a KpoMe JToro, kak ckazan Haran Maiiep Pormmmnbsn «Kto Brmageer
nH(popmMalreH, TOT BlIaJeeT MUPOM», a IpobiieMa KeJlaHus MOIyYUTh OoJibliee 3a10kKeHa IITy0oKo B
YeJI0BEYECKOM CO3HAHHH.
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Abstract

Today, as a result of informatization and globalization of society, information has become one
of the most valuable resources. However, wanting to acquire this or that information, people
sometimes resort to illegal methods, but this is not the only threat. Often there is also a leak of
information from the system due to technical problems. Therefore, the protection of information is
one of the most important processes in the information society. The purpose of this article is to get
acquainted with the various causes of information leakage and ways to prevent them. And despite
the fact that DLP systems have undergone a lot of improvements for high-quality protection against
information leakage, even with their control, data can be lost. But every time, along with other ways
to protect information, this system develops and improves. However, even with threat prevention
capabilities already in place, we believe that the problem of information security will be relevant as
long as the information society exists. This article reveals such concepts as information security and
network information technologies. It also talks about the most popular causes of information leakage
and solutions to eliminate them. The DLP system is considered as a means of protecting information
and preventing leaks, the article presents the main components and the principle of operation of the
DLP system.
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